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Introduction

This is an e-Book about compliance and ethics (“C&E”) risk
assessment, but it does not cover everything that every compa-
ny or C&E professional needs to know about this vast, com-
plex and important topic. Rather, it touches on an array of
risk assessment ideas, methods, practices, tools and noteworthy
items of C&E-related history that I think many organizations
and practitioners need to know more about, and that have
therefore been the focus of my columns in Corporate Com-
pliance Insights and to a lesser extent the Conflict of Interest

Blog, which I edit.

My interest in the topic goes back to the advent of the Federal
Sentencing Guidelines for Organizations (the “Guidelines”) in
1991 when I saw that there was a missing piece to their articu-
lation of what was then called “an effective program to prevent
and detect violations of law” (and what became, with the 2004
amendments to the Guidelines, an “effective compliance and
ethics program”). That piece was risk assessment,' and so in
1993, when I co-edited a treatise on the Guidelines,? I drafted
a chapter on risk assessment (called at the time a “liability in-
ventory”).> During the course of the 1990’s wherever possible,

! Of course, there were other missing pieces — but this one seemed to the
most important to me.

2 Kaplan & Murphy, Compliance Programs and the Corporate Sentencing
Guidelines: Preventing Criminal and Civil Liability (Thomson Reuters
2013 ed.) (cited below as “Kaplan & Murphy”), Chapter Six.

3 A decade later, that chapter was cited in a favorable way by an advisory
group to the US Sentencing Commission, which recommended that risk
assessment be added to the Guidelines — as indeed happened in the 2004
amendments. Report of the Ad Hoc Advisory Group on the Organization-
al Sentencing Guidelines

October 7, 2003 available at http://www.ussc.gov/Guidelines/Organiza-
tional Guidelines/advgrprpt/advgrprpt.htm at 91, n 280.

4 Committee of Sponsoring Organizations of the Treadway Commission -
htep://www.coso.org/.
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[ tried to include a component of risk assessment in my C&E
advisory engagements.

Risk assessment was finally added to the Guidelines, in the
2004 amendments. It is now widely seen as the foundation of
effective C&E programs.

Of course, largely independent of what was happening with
the Guidelines (let alone my writings) the notion of broad-
based risk assessment with compliance as one of several dimen-
sions had been advanced through the COSO approach? to risk
management with which C&E professionals are generally quite
familiar. Nothing in this e-Book is meant to suggest that there
are infirmities with this profoundly beneficial development.
Rather, the various columns here are intended to supplement
and inform C&E risk assessments of all kinds, whether CO-
SO-based or otherwise. That is, they are offered to help com-
panies and their advisors enhance their current risk assessments
practices by developing risk-related information in a way that
can be most useful to maintaining all aspects of C&E programs
in an effective manner.



Risk Assessment Methodology and Scope

There is no one way to do a C&E risk assessment. However,
from my experience with client organizations and what I know
of the experience of others, the following general points seem
worth noting.

First, assessing the likelihood of risks is vitally important to
making decisions on how/where/when to deploy C&E pro-
gram elements. Moreover, the process of assessing likelihood
itself can be instructive to those involved, i.e., it can serve to
raise awareness of C&E generally in a company.

Second, the utility of assessing the impact of C&E risks is often
overrated, at least when done (as it often is) through a survey of
employees - because those who are asked to assess impact may
not have sufficient information to do so in a meaningful way.
For example, if employees are asked in a survey to assess the
potential impact of an antitrust/competition law violation and
respond that such impact would likely be low, that is probably
not a reliable piece of data, given that the heavy fines in this
area are a matter of public record.

Third, in addition to likelihood and impact, a C&E risk as-
sessment should attempt to identify circumstances in which a
violation is reasonably likely to occur. For instance, in the com-
petition law field simply saying that a violation is likely and/
or would probably be impactful does not get one very far in
terms of designing effective (and targeted) mitigation. Rather,
one would also want to know a) what type of violation (e.g.,
division of territories, price fixing, or abuse of a dominant po-
sition) should be of greatest concern; b) what products/services
create the greatest competition law risks; ¢) what geographies
are associated with the greatest risk of this sort of violation;
and d) more about the circumstances in which a violation is

> Note, though, that in this situation, while not reliable, the response data
may still be useful — to show the need to make managers more aware of
the potential impact of an antitrust violation.



reasonably likely to arise — (e.g., trade association meetings,
teaming arrangements?) All of these sorts of factors I refer to
collectively as the nature of the risk. They are also referred to as
risk scenarios.

Of course, one would hope to ask similarly detailed questions
about many other risk areas — such as corruption and confi-
dential information. The point of all of these sorts of inquiries
is to help the C&E officer develop “news you can use” — i.e.,
deploy program elements (such as training or monitoring) in
the sort of risk-sensitive ways contemplated by the Guidelines
and other C&E standards.

It is in this third dimension that I most often see risk assess-
ments falling short of where they need to be. My hope is that
some of the suggestions in this e-Book can help bridge the gap
when it comes to understanding the nature (as well as likeli-

hood and impact) of a C&E risk.

Fourth, while risk assessment can and should be a stand-alone
process, there are also ways of building risk assessment into
everyday business life, as discussed in one column in this first
section. In my experience, many companies also have room for
improvement on this front too.

Fifth, because it involves a self-critical exercise in areas that can
hold considerable jeopardy for a company, C&E risk assess-
ment is inherently difficult. One way of surmounting the reti-
cence that employees often have to be candid about such areas
as anti-corruption or competition law risks is by conducting
the assessment under the organization’s attorney-client privi-

lege.

Finally, Justice Holmes famously noted that a page of history
can be worth a volume of logic, and I think that is particular-
ly true with risk assessment. So, I have tried to include a few
pages of what I think are important early C&E history — such
as the Bankers Trust derivatives scandal and the Hoffman- La-
Roche antitrust prosecution, both from the 1990’s; or the TAP
case, from 2001 — in this volume.



Does Your Risk Assessment Do This?

The U.S. Sentencing Commission is currently® considering
making changes to the risk assessment provisions of the Cor-
porate Sentencing Guidelines — and this offers a good occasion
for companies to evaluate their own risk assessment practices.

While there are many standards for such an evaluation, to my
mind the best is the simplest: does the process actually produce
results that will help the company have effective C & E pro-
gram elements? And in self-assessing against this standard, a
company might ask whether its current process helps the com-

pany do the following:

* Determine whether additional C & E policies are needed
for any given part of the company (e.g., business or geo-
graphical unit) on any given topic, or the extent to which
such policies need to be revised.

* Develop company-specific examples or Q & A that can
help make a code of conduct less abstract.

* Determine whether any additional C & E communications
(training or other) should be targeted at any particular part
of the company on any given topic.

* Develop/enhance C & E audit protocols, monitoring tools
and other approaches to “checking” on both an enter-
prise-wide and local “level.”

 Identify C & E risks for which additional controls are war-
ranted, such as pre-approvals by management or staff for

specified (high-risk) activities.

* Establish additional C & E oversight/reporting responsi-
bilities for high-risk areas.

¢ As of early 2011. Ultimately, the Commission did not revise the risk
assessment provision of the Guidelines at this time.
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e Add C & E components to job descriptions, perfor-
mance-evaluation criteria or business unit plans in a risk-
based way.

* Determine whether incentives in any part of the Company
pose an undue risk from a C & E perspective.

*  Assess where and the extent to which aspects of a C & E
program should apply to contractors, vendors and other
third parties.

* Develop metrics for measuring the effectiveness of C & E
efforts directed at individual areas of risk. (Note: for many
companies metrics are still purely a matter of overall pro-
gram process, e.g., number of calls to Concerns Line), and
are not risk-area specific.

* Identify true ethics, as well as compliance, issues that the
Program should address.

* Identify cultural C & E risks, such as lack of employee
identification with the company or its mission, short-term

thinking or other “moral hazard” related risks.

 Provide a stronger foundation for the Program oversight by
the Board.

* Provide a basis for future/”evergreen” risk assessments.

In the columns that follow, I explore ways of using risk assess-
ment for most of these and some other related purposes.

11



Third-Party Compliance and Ethics Risks: “Capacities”
and “Reasons”

In the world of C&E risk assessment and mitigation third par-
ties often present a special challenge, both because of the mag-
nitude of the risks they pose and the difficulty of mitigating

those risks.

This phenomenon is not new. In the 1980’s, a number of signifi-
cant defense industry procurement prosecutions arose from the
actions of third-party business representatives. In the 1990’s,
many sales practices abuse cases in the life insurance industry
centered around the actions of independent sales agents. More
recently, various manufacturing companies suffered severe rep-
utational harm from the labor practices of their suppliers. Most
recently, corrupt practices by agents and distributors have been
the basis for numerous FCPA prosecutions.

And, there is almost certainly more coming — probably a lot
more. This is because of the seemingly inexorable trend in
modern business to increasingly rely on third parties, for in-
stance, through outsourcing or joint ventures.

How should companies try to stay ahead of the third-party risk
curve? One way is to use a defined process for inventorying
their third parties and analyzing the C&E risks for each.

Cataloging third parties — while potentially time consuming
— is conceptually straightforward. But how can one begin to
analyze the C&E risks associated with each of them?

The risk assessment concepts of capacities and reasons — mean-
ing the capacities and reasons to engage in wrongdoing — offer
a framework for such an analysis.

This is a complex subject, needless to say, but in brief, capac-
ities tend to be specific to a given type of wrongdoing. For
instance, the capacity to engage in certain types of competition
law violations would include having pricing and/or bidding
discretion; the capacity to violate privacy standards would de-

12



pend largely on one’s access to private data; and the capacity
to commit fraud would turn in part on the ability to make or
impact representations (express or implied) about an organiza-
tion’s products, services, financial condition, etc.

Reasons, by contrast, tend to be broader in nature, i.e., not
specific to one type of offense. An obvious example is an incen-
tive-based reason, such where an agent’s compensation is based
wholly on the amount of business she generates — a reason that
can be particularly risk causing in a short-term relationship.
Cultural reasons can also be significant, such as where the third
party’s values are generally questionable or where it fails to ap-
preciate the importance of C&E standards in particular.

Depending on the results of this inventory and assessment, one
should determine the appropriate mitigation measures for each
type of third party with respect to each significant risk. The
results of the analysis will be driven in part by the assessment
of risk — not only quantitatively (i.e., how great is the risk?)
but qualitatively, too (e.g., if the reason for the risk is that the
third party fails to appreciate applicable C&E standards then
training or other communications measures might be called
for.) However, in conducting this analysis one must be mindful
of the potential downsides of becoming too deeply involved
in managing a third party’s business, which can also be case
specific.

Finally, for some companies creating this inventory will not be
a minor undertaking. But the alternative is to be at the mer-
cy of the unknown, which in the C&E realm is never a good

thing.

13



A Risk Assessment Spreadsheet

To illustrate some of the points made in the previous sections.

Risk area Likelihood Impact (1-5) | Risk Existing Additional
(1-5) scenarios mitigation mitigation
to consider
adding or
changing
Notes:

Risk areas mean substantive areas of risk, such as corruption.

Some risk areas should be broken down into sub-risk areas
(e.g., bribery of government officials, commercial bribery).

Risk areas can be excluded if they have been the subject of oth-
er risk assessments or if they do not represent significant legal
or ethical peril.

Risk scenarios are the most foreseeable ways in which relevant
law could be violated — both generally and on a geographic and
business line basis. (This is sometimes referred to as the nature

of the risk.)

Existing mitigation includes written standards, training, com-
munication, procedures, assigned accountability and auditing/
monitoring and any other form of mitigation that varies by risk
area. It would tend to exclude the help line, investigations, dis-
cipline, incentives and background checks, at least as a general
matter.

14



“Nano Compliance”

In the great book of corporate compliance program failures,
one of the most important stories is from the Bankers Trust de-
rivatives marketing scandal of the mid-1990s. In that case, the
bank — a major U.S. financial institution that was bought by
Deutsche Bank shortly after the events in question here — was
sued by both the government and various counterparties for
deceptive practices in selling highly complex derivative instru-
ments. (In some ways, the matter could be seen as a “prequel”
to aspects of the financial meltdown of 2008.)

In connection with one of those cases, the government appoint-
ed an independent counsel to determine what the causes of the
bank’s compliance failure were, and interestingly he found that
the bank did have policies and other compliance measures in
place addressed to marketing derivatives appropriately. What
the bank lacked was a key single piece for any compliance sys-
tem: the designation of an individual to make sure those other
measures were in fact being followed.

Given the horrific consequences to Bankers Trust of this lapse,
the story calls to mind, “For want of a nail a shoe was lost,” and
so on up to the loss of a kingdom. It also suggests a need to
“think small” — and to practice “nano compliance.”

What is nano compliance? It is a local focus on the most
risk-variable elements of a compliance and ethics program.
By “risk-variable elements,” I mean those addressed to setting
standards, training and communications, auditing/monitoring
and the various types of internal controls discussed in an earlier
article. Other elements — e.g., investigations — can, but are less
likely to, have a local dimension. And by “local,” I mean not
only using a geographic dimension but also analyzing risk by
focusing on product and service lines or staff functions.

So, to illustrate, using the broad risk area of competition law,
one would:

e Lookatall of the above-listed dimensions — e.g., by geogra-

15



phy, product line, etc. — to determine which have non-triv-
ial competition risks. This can include examining the inter-
section of two or more dimensions (e.g., competition law
risks of a product line in a given geography).

* Determine what existing mitigation is for each (meaning
for each dimension or intersections of dimensions) using
the five risk-variable elements, e.g., what competition law
training or auditing there is for the high-risk dimensions or
intersections.

* Identify what other mitigation (if any) is warranted for
these dimensions or intersections.

This can be a significant undertaking, as can the process of
monitoring the mitigation. But, at least for some complex or-
ganizations — particularly decentralized ones — it can help pre-
vent the kingdom from being lost.

16



Refresher Risk Assessments

By now, many companies have conducted foundational C&E
risk assessments in response to the 2004 revisions to the Guide-
lines which established risk assessment as an overarching re-
quirement of an effective C&E program. But risks obviously
change over the course of time — both as a general matter, and
by “mutating” in the face of newly constructed compliance-re-
lated obstacles. Companies developing C&E plans for next
year may therefore wish to conduct a refresher risk assessment
if they have not done so recently.

Indeed, the Guidelines speak of the need to assess risk period-
ically. But official C&E guidance documents are less clear on
what a refresher risk assessment should entail, and so here are
some considerations on this important but somewhat concep-
tually challenging topic.

First, one should review the foundational risk assessment and
any subsequent refresher assessments to determine what cir-
cumstances have changed since those reports were prepared.
Risk-related changes can, of course, be either internal (e.g.,
based on a new business line, a new geographical presence)
or external (such as enhanced risk-causing pressures from cus-
tomers or new scrutiny by enforcement agencies). Identifying
which of the circumstances identified initially as relevant to
risks have changed can be a good starting place for a risk assess-
ment refresher.

Second, one should review how well identified risks in fact
have been mitigated under the company’s current approach. I
stress this because the imperative of the Guidelines not only to
assess risk but to use the results of the assessment in designing/
improving all other parts of a C&E program is itself widely un-
derappreciated. A refresher risk assessment can be a good op-
portunity to consider this unexciting but very important part
of a compliance program.

Third, if you have not already done so, use the occasion to con-
duct a “deep-dive” assessment of substantive areas of high risk.

17



Corruption is the most obvious such area for many companies.
However, competition law is — at least for some organizations
— also worth focusing on. Indeed, assessing pure ethics risks
can be an important part of a refresher process — both to show
that a company is serious about ethics, as well as compliance,
and also to help identify compliance “risks around the corner.”

Fourth, the assessment can be an occasion to develop in a com-
p
prehensive way a more granular understanding of risk, not only
with respect to substantive areas of law (like corruption) but
also the many parts of a company (including geographical and
business units). This approach is discussed in more detail in an
pp
earlier column on “Nano Compliance.”

Finally, and related to the immediately preceding point, the
refresher assessment might include detailed review of how a
company assesses C&E risks on its “frontier,” meaning with
respect to organizations that are not fully under the company’s
control but which can still create C&E risk for it. Two columns
appearing later in this e-Book on assessing joint venture risks
discuss part of what this sort of effort might entail, although
there is obviously much more that could be done in this regard.

18



Justice Department Views of Risk Assessment

When the original Federal Sentencing Guidelines for Organi-
zations (“the Sentencing Guidelines”) were issued in 1991 there
was no mention in them of risk assessment as part of compli-
ance programs. It was not until the Sentencing Guidelines were
amended in 2004 that this striking omission was remedied.
But even then risk assessment had not fully “arrived,” as some
of the early compliance program requirements in FCPA settle-
ments failed to include a risk assessment component.

Today, of course, risk assessment is front and center in govern-
mental compliance program expectations. This is evident in the
Justice Department’s recently published guidance Evaluation
of Corporate Compliance Programs (“the Evaluation”).

This post reviews the Evaluation’s discussion of risk assessment.
It also offers some practice pointers for meeting those expecta-
tions.

First, the Evaluation notes: “Prosecutors should consider
whether the program is appropriately ‘designed to detect the
particular types of misconduct most likely to occur in a partic-
ular corporation’s line of business’ and ‘complex regulatory en-
vironment[].” [Justice Manual] 9-28.800. For example, prose-
cutors should consider whether the company has analyzed and
addressed the varying risks presented by, among other factors,
the location of its operations, the industry sector, the compet-
itiveness of the market, the regulatory landscape, potential cli-
ents and business partners, transactions with foreign govern-
ments, payments to foreign officials, use of third parties, gifts,
travel, and entertainment expenses, and charitable and political
donations.”

Practice pointer: the list of risk factors — while excellent — is
heavily weighted to corruption compliance. Different factors
need to be applied to assessing other risks, such as protection
of confidential information, conflicts of interest and consumer
fraud. For instance, one of the risk factors regarding protection
of confidential information is whether the company, its com-

19



petitors and other parties with which it deals have any informa-
tion “worth stealing.” And a risk factor for fraud is the extent
to which successfully misrepresentation regarding a product
or service is even possible, given the nature of the business in
question.

The Evaluation next provides that “Prosecutors should also
consider ‘[t]he effectiveness of the company’s risk assessment
and the manner in which the company’s compliance program
has been tailored based on that risk assessment’ and whether
its criteria are ‘periodically updated.” See, e.g., [Justice Manual]
9-47-120(2)(c); [Sentencing Guidelines] § 8B2.1(c) (‘the or-
ganization shall periodically assess the risk of criminal conduct
and shall take appropriate steps to design, implement, or modi-
fy each requirement [of the compliance program] to reduce the
risk of criminal conduct’).”

The Evaluation further provides: “Prosecutors may credit the
quality and effectiveness of a risk-based compliance program
that devotes appropriate attention and resources to high-risk
transactions, even if it fails to prevent an infraction in a low-
risk area.”

Practice Pointers: compliance officers should make their boards
and senior management aware that violations of low risk areas
may — given the right risk assessment process — be treated with
some degree of leniency, as this is a very compelling reason to
conduct a risk assessment.

Risk assessment results should be used to strengthen all aspects
of a compliance program. Many companies use this informa-
tion for audit prioritization and training selection but not oth-
er purposes.

The Evaluation next provides that “Prosecutors should there-
fore consider, as an indicator of risk-tailoring, revisions to cor-
porate compliance programs in light of lessons learned.” [Jus-
tice Manual] 9- 28.800.” As well, it directs prosecutors to ask
the following:

20



e “Risk Management Process — What methodology has the
company used to identify, analyze, and address the par-
ticular risks it faces? What information or metrics has the
company collected and used to help detect the type of mis-
conduct in question? How have the information or metrics
informed the company’s compliance program?

* Risk-Tailored Resource Allocation — Does the company
devote a disproportionate amount of time to policing low-
risk areas instead of high-risk areas, such as questionable
payments to third-party consultants, suspicious trading ac-
tivity, or excessive discounts to resellers and distributors?
Does the company give greater scrutiny, as warranted, to
high-risk transactions (for instance, a large-dollar contract
with a government agency in a high-risk country) than
more modest and routine hospitality and entertainment?

*  Updates and Revisions — Is the risk assessment current and
subject to periodic review? Have there been any updates
to policies and procedures in light of lessons learned? Do
these updates account for risks discovered through miscon-
duct or other problems with the compliance program.”

Practice pointers: As part of their risk assessment governance/
management document(s) companies should:

* describe the formal risk assessment process;

* have a process for capturing the informal risk assessment
that occurs at virtually all companies (what might be called
the “risk assessment of everyday life”);

* require periodic risk updates — both as to internal sourc-
es of risk (e.g., changes to the business) and external ones

(e.g., changes to the law);

e document the usage of risk assessment results to update/
improve mitigation and measures;

* document any risk assessment failures, as well as lessons

21



learned and implemented from such failures.

Finally, risk assessments should also have a meaningful meth-
odology. For instance, it is not enough (in my view) to simply
ask interviewees about the likelihood of certain types of viola-
tions occurring. A methodology should also:

* Give the interviewees a conceptual framework for analyz-
ing risk; and

 Identify “risk scenarios” regarding particular circumstances

which should be the focus of a high degree of mitigation.

22



Law Departments and Risk Assessment

Much has been written on the need for C&E functions to be
independent of law departments but considerably less about
the critically important roles of in-house counsel in assessing
and mitigating C&E-related risk. For many companies, an ide-
al interplay of the two disciplines can be found in a model
that, among other things, articulates assessment and mitiga-
tion responsibilities for both law and C&E departments in a
risk-specific way.

For instance, under this approach, on a yearly basis the law
department attorney with responsibility for antitrust would be
required to provide the C&E officer with an analysis — using
a defined set of parameters — of antitrust risks at the company
(broken down, where useful to do so, by different geographies
and business segments) and of the efficacy of C&E program
elements in addressing such risks. He would also offer any sug-
gested improvements to the latter in light of the former.

The C&E officer would then review this information with the
attorney and suggest possible revisions. Together with similar
information for other risk areas (e.g., corruption), she would
present an analysis of her findings/plans in a detailed way to
senior management (or some subset thereof) in the company
and in a high-level way to the board committee tasked with
C&E program oversight.

Such reports can help senior managers ensure the efficacy of
a C&E program and board members exercise reasonable pro-
gram oversight. They can also provide internal auditors with a
basis for informed program-related auditing. And, the reports
can help document the company’s C&E progress for possible
use in the event that it ever needs to “prove” its program to the
government.

Finally, and most importantly, while preserving some inde-
pendence between a law department and C&E personnel, the
model can help a company draw — in a best-of-both-worlds
way — on the substantive expertise of the former and the C&E

23



program expertise (e.g., how to make training effective) of the
latter. Indeed, particularly for companies with relatively high-
risk profiles (whether due to the nature of their business, where
they operate or other factors), both types of knowledge can be
essential to C&E efficacy.
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Risk Assessment: the “Demand Side” Analysis

Some C&E risk assessments are focused entirely on what
might be called the “supply side,” meaning on matters internal
to a company giving rise to risk. But for most businesses, a
full accounting of risk should also include the “demand side,”
meaning the risk creating impact of law enforcement priorities.
Indeed, understanding the demand side may be critically im-
portant, at least in some organizations, to identifying “the risk
around the corner.”

At its most obvious, a demand side risk factor would be the
government’s perceived need to “make an example” of compa-
nies and/or individuals in a high priority area of law. The cur-
rent focus on bringing FCPA prosecutions in the life sciences
industry may be a reflection of this.

A less obvious but increasingly important demand side factor
is that governments increasingly need money. And, in some
instances, criminal prosecutions can be a non-trivial source of
revenue for governments.

What does this mean from a C&E risk perspective? First, as
a general matter, we are likely to continue to see “mega fines,
which suggests in an across-the-board way the need for height-
ened attention to C&E.

Second, and more specifically, it could mean a greater focus on
the types of criminal prosecutions or other proceedings that
have the potential to result in large fines or other payments
from companies. Chief among these is competition law/anti-
trust, and indeed we already seem to be in the midst of a sig-
nificant expansion of competition law enforcement globally.

Competition law is also a good area for targeted risk assessment,
because the risks here can vary dramatically by geography and
product/service line. And — at least for some companies — it is a
good area for additional mitigation such as training (particular-
ly for senior executives), because understanding of competition
law rules, and of the severity of penalties for violations, is far
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from universal.

What other risks might become more significant due to this
demand side phenomenon? Presumably, tax-related ones will.
Indeed, in recent years the US government has sharply in-
creased its tax enforcement efforts in various ways, and it is
hard to imagine that other countries (and other jurisdictions,
such as state governments) will fail to do the same (because,
as Willie Sutton said of his reason for robbing banks, “That’s
where the money is”).

Of course, few, if any, C&E officers have primary responsibility
for tax compliance at their respective organizations. However, a
fair — and for some companies, important —question for C&E
officers to ask as part of a risk assessment is whether the organi-
zation’s tax practices are consistent with its overall approach to
doing business in an ethical manner.
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Risk, Culture and “Soft Power”

Perhaps all C&E professionals know that a key element of
risk assessment is determining culture-based risk, but not all
companies use the cultural dimension of risk assessment to full
advantage. This column will offer some practice pointers for
doing so.

What risks? A list of cultural factors that could create or en-
hance risk includes the following:

e Short-term thinking

*  Weak employee identification with the company, its cus-
tomers, or its products/services

e Other indicia of “moral hazard” (misalignment of incen-
tives and risks)

e Difficulty in asking questions/raising concerns (not just

C&E ones)
e Marginalization of C&E issues or personnel

e A sense of unfairness or concern about lack of “organiza-
tional justice”

* Questionable managerial tone — not only at the top, but
also in the “middle” and at the “edges”

* Unreasonable pressure to perform

* Rewarding bad conduct through promotions, compensa-
tion, etc.

What culture? At the most obvious level, an organization’s
own culture (or cultures) should be assessed. Perhaps equally
obvious but less frequently done, relevant aspects of cultures
in the geographies in which a company operates should be as-
sessed for risk, too.
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Finally, least obvious and quite infrequently the subject of as-
sessment, a company should examine the risks arising from in-
dustry or professional cultures relevant to its business. This is
particularly true of industries with a high degree of intercom-

pany mobility.

Why culture? As noted above, C&E personnel universally un-
derstand the need to include a cultural dimension in risk as-
sessment, but the importance of doing so may be less evident
to others at a company. Being able to “sell” this internally may
therefore be key to getting management support for the effort
involved.

One way to do so is point out that a company with a strong
culture C&E wise may actually need fewer of the restrictive
aspects of a compliance program than a culturally imperiled
organization. That is, just as the “soft power” (a phrase coined
by Joseph Nye of Harvard) of diplomacy and other non-co-
ercive sorts of influence can, in some instances, offer a more
effective means to conduct foreign relations for a nation than
armed intervention, so a healthy corporate culture can provide
a type of soft power for C&E that may be more cost effective
and otherwise desirable than the “harder” approach of having
pervasive policies, procedures and monitoring.
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Training Managers to be C&E “Risk Sentinels”

What does it mean for a manager to be ethical? At a mini-
mum, of course, he or she must obey relevant laws and other
standards of conduct herself, but in an age of maximum con-
sequences for violations presumably the minimum in ethicality
is only the starting point. Organizations seeking to minimize
risks of this kind should also expect — and train — managers to
have a heightened degree of ethical awareness, so that (among
other reasons) they can be “sentinels” in spotting C&E risks.

Training managers to be effective risk sentinels has several as-
pects to it. One focuses on key C&E risk areas. By way of ex-
ample, for confidential information one might:

* Begin the training with an attention getting hypothetical.

* Identify the principal categories of confidential informa-
tion (by type and ownership).

* Describe the various legal and business imperatives for
strong compliance efforts in this area.

* Review applicable company policies and procedures relat-
ing to confidential information.

* Identify pertinent “red flags.”

e Examine some of the particular compliance challenges
managers might face with respect to spotting confidential
information issues.

A second aspect of this training is helping managers understand
the general causes of risk, meaning risk causing factors that can
lead to violations of all kinds. At an organizational level, these
include pressures (both internal and external), compensation
approaches, “organizational justice,” workforce alignment with
the company and its mission, openness of communication, and
other cultural factors (including relevant regional and industry
ones). However, the training should also address risk causing
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factors that disproportionately impact individuals in positions
of power’” or the fact that people in such positions seem to
have an easier time lying than do others.® In other words, to
be a true risk sentinel a manager needs to understand the risk
“within.”

Finally, the training should provide guidance on how managers
can help address risks. This includes, of course, some things
that they can do on their own, e.g., recognizing and encourag-
ing ethical behavior by their subordinates. But often the role
of a “sentinel” is to spot a threat — not to deal with the threat
herself, and as C&E risk sentinels it is vital that that managers
understand the need to follow the company’s C&E escalation
policy when issues arise.

7 See sections on behavioral ethics later in this e-Book.

8 See htep://hbr.org/2010/05/defend-your-research-powerful-peo-
ple-are-better-liars/ar for more information on this, and also on research

tying power to risk taking.
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Focusing on Managers’ C&E Risks

A CEO - considerably wiser than most in these matters — once
noted to me in the course of a risk assessment discussion that
a compliance and ethics program should not “spread the pea-
nut butter evenly” across the organization, meaning that a pro-
gram’s mitigation tools should be focused most on those who
can create the most risk — the company’s managers. Indeed, due
to the 2010 amendments to the Guidelines concerning wrong-
doing by high-level personnel, enhancing what might be called
the managerial dimension of their C&E programs should be
the concern of all companies. In this column I briefly examine
three practical ways of doing this.

The first and most obvious of these is to provide manager-spe-
cific C&E training. Among other things, the training should
address general C&E related responsibilities of managers —e.g.,
maintaining awareness of actions of subordinates, creating a
work environment where it is relatively easy to raise ethical
issues — including by responding appropriately to C&E con-
cerns, leading by example and otherwise promoting a strong
ethical culture. The training should also cover key individual
areas of risk (e.g., conflicts of interest, confidential informa-
tion/insider trading, use of company resources, financial re-
porting, corruption, competition law) to sensitize managers to
their own risks of wrongdoing. One practice pointer: to get real
buy in, consider presenting the training as a form of leadership
development — i.e., a way of achieving a “heightened ethical
awareness’ that can be useful for career development, and pos-
sibly necessary for career survival.

A second, somewhat less common means is to ensure meaning-
ful management oriented C&E components to key personnel
decisions. This might include:

e C&E-based “behavioral interviewing” for management
positions.

e C&E leadership-related questions and expectations in per-
formance appraisals and performance management plans
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(e.g., does the manager provide feedback to others with
regard to their compliance with company standards and
procedures?)

e C&E department input into succession planning.

Third and most challenging, companies should consider re-
quiring before-the-fact C&E consultations in connection with
risk-sensitive decisions by managers. Such decisions might in-
clude developing new products or services, using new produc-
tion or distribution means or moving into locations of relative-

ly high C&E risk.

Note that each of these individual strategies should not be de-
ployed in isolation from the others. For instance, the train-
ing should build on the leadership-related C&E performance
criteria. And, the risk-based consultations can include an ele-
ment of “just-in-time” training (which, behavioral economics
research teaches, can be a particularly effective approach to risk
mitigation.)

Finally, note that this is not remotely an exhaustive list. Among
other things, it does not address management-focused ap-
proaches/issues relating to risk assessment, audits, investiga-
tions, discipline for violations, employee surveys and board
C&E program oversight. Hopefully, however, the discussion
will be helpful to some in optimizing distribution of the “pea-
nut butter.”
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Conducting Risk Assessments Under the Attorney-Client
Privilege

Should risk assessments be conducted under the attorney-cli-
ent privilege? There is no one-size-fits-all answer to this ques-
tion, but in every instance that a company is planning a risk
assessment it should at least be considered.

[ say this because without the protection afforded by the priv-
ilege some employees may resist providing the sort of candid
critical information that may be necessary for a program to
be effective. Indeed, I recall many years ago one executive of a
financial services firm being asked to take part in a risk assess-
ment interview and responding, “Are you crazy?” But when
he was told that his comments would be treated as privileged
and confidential he readily went ahead with the interview (and
contributed valuable information to the process).

Of course, getting potentially damaging information is abso-
lutely key to risk assessment efficacy for high-risk areas of law.
Chief among these are the corruption and competition law ar-
eas, but for many companies there will be others (e.g., privacy
for organizations that possess significant amounts of private
customer information).

If choosing to proceed under privilege, one must be mindful
of all the formal requirements of law in this area, starting with
the documentation establishing the purpose of the assessment.
Typically, I suggest that the engagement letter (if an outside
firm is involved) state that the attorney is providing legal ad-
vice to help the company meet C8&E-related expectations and
otherwise reduce legal risk. (The latter part is to cover situa-
tions where legal standards are not clear or where the attorney
is likely to recommend best practice C&E approaches that go
beyond legal standards.) One must also treat the information
obtained in the assessment as confidential.

Finally, the attorney must in fact give legal advice for the com-
munications in question to be privileged. However, this should
not be seen as a burden, as focusing on ensuring that the priv-
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ilege is maintained can itself encourage a company to pay suf-
ficient attention to C&-E-related law, which, in turn, can be
useful from the perspective of ensuring program efficacy.
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Areas of Risk

The heart of any risk assessment is assessing substantive areas
of risk. Each will, of course, have its own assessment meth-
odologies, based on the nature of the prohibitions/restrictions
involved.

For instance, in assessing insider trading risks for a given com-
pany one would look at the following factors, among others:

* Is the company’s stock volatile?

*  How much material inside information (beyond what is
obvious) about itself does a company have?

* How many individuals (employees and others) generally
have access to the company’s inside information?

* To what extent does the company have material inside in-
formation about other business organizations?

*  What is the state of the company’s inside-information-re-
lated controls?

However, there are also various assessment-related commonali-
ties among the different risk areas.

In this section of the e-Book, we look at two areas of legal risk
- corruption and competition law, and one area that combines
both ethics and legal risk - conflicts of interest. We also offer
some thoughts on gifts and entertainment. In a later section we
look at how to assess and address true ethics risks.
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Competition Law

Based on the frequency of very large fines, no compliance risks
are, as a general matter, greater than those in the area of com-
petition/antitrust law. Yet many companies devote far too little
effort to assessing and addressing such risks.

An important guidance document’ issued by the European
Commission — Compliance matters: What companies can do
better to respect EU competition rules — should help to remedy
that. The document is a helpful guide to the “why” and “what”
of competition law compliance programs and offers the follow-
ing framework for competition law risk assessment:

“A successful company’s compliance strategy would be based
on a comprehensive analysis of the areas in which it is most
likely to run a risk of infringing EU competition rules. These
areas will depend on factors such as:

* the sector of activity; for example a history of previous in-
fringements in the sector indicates a need for particular at-
tention.

* (frequency/level of) the company’s interaction with com-
petitors; for example in the course of industry meetings or
within trade associations, but also in day-to-day commer-
cial dealings.

* the characteristics of the market: position of the company
and its competitors, barriers to entry... If a company holds
a dominant position in a market, the preventive measures
to be taken will differ from those where the risk factor is
more in the nature of ‘cartelisation’.

“But the exposure to that risk may vary greatly according to

? Available at http://bookshop.europa.eu/is-bin/INTERSHOR.enfinity/
WES/EU-Bookshop-Site/en GB/-/EUR/ViewPublication-Start?Publica-
tionKey=KD3211985.
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the position held by each member of staff. Employees whose
specific areas of responsibility cause them to be particularly ex-
posed (for example, employees who frequently interact with
competitors as part of their job or through trade associations)
would be made aware of what is at stake and of the basic prin-
ciples to keep in mind.”

Of course, this framework is pretty obvious (as well as quite
general). But there are many things in the C&E world that are
not only obvious but also important — and are still ignored.
Coming from the European Commission, the imperative of
conducting competition law risk assessments (and, of course,
of using the results of those assessments to develop and main-
tain strong competition law compliance programs) will now be
harder to ignore.

A final point: for global companies, a competition law risk as-
sessment should not be limited to European- and U.S.-related
risks. In recent years, a significant number of other countries
have initiated harsher approaches to competition law enforce-
ment, and given how fines in this area have proven to be a non-
trivial source of revenue for some governments, there is reason
to believe that that trend will continue.'

10 See earlier column on the “demand side” of risk assessment.
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Conflicts of Interest

Several years ago the Securities and Exchange Commission
identified a number of areas of potential conflicts of interest
(CO]J) in the private equity field, in effect, strongly encourag-
ing members of that industry to conduct COI risk assessments.
But given the prevalence of COls in the business world gener-
ally, this is a measure that other types of organizations should
consider, too.

Additionally, the very nature of many COlIs — in particular,
those involving personal interests of powerful individuals with-
in an organization — suggests that without a well-defined risk
assessment process some conflict risks might go unaddressed.
This article provides an overview of how to assess COI risks,
either as a stand-alone effort or part of a more general assess-
ment process.

First, one should be clear from the start about the purpose of
the effort. It should be designed not merely to identify COI
risks but also to develop the sort of information about them
that can be used to design/improve all C&E program “tools.”
For instance, the information should be of use in drafting or
revising a COI policy or FAQs on the organization’s intranet;
deciding whether to deploy COI certifications, and, if so, who
should receive them and what their content should be; struc-
turing/improving the COI disclosure and management ap-
proach; and making similar determinations regarding training/
other communications, auditing/monitoring, board oversight

and the use of technology (e.g., a COI data base).

Second — and in order to get the type of information that tru-
ly helps one tailor C&E program elements for optimum COI
mitigation — one should use a methodology that, among other
things, assesses the “reasons” for possible COIs."" Reasons, in
. <« . . b <« . . »
turn, generally include “motivations” and “misunderstandings.

! See earlier section on reasons and capacities in risk assessment.
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“Motivations” are reasons to engage in wrongdoing purpose-
fully — most obviously, having a personal economic interest
(e.g., ownership of or other revenue participation in an entity
that does business with your organization). But less tangible
personal interests can form the basis motivations, too — such
as reputation enhancement, and one should also consider what
the relevant risks are in that respect.

“Misunderstandings” refer, first, to COl-related expectations
that may truly not be understood (such as, applicable third-par-
ty standards), and, second, to standards that are known but
under-appreciated (as COI rules might be in certain cultures
or even industries).

Third, the methodology should also include COI “capacities,”
most obviously encompassing individuals in management and
procurement. But there are also many other, less obvious, func-
tions that could have COI-risk creating capacities. For instance,
in some companies “corporate opportunities” will present real
COl risks with respect to some employees (or agents) but not
others, depending on their exposure to such opportunities; de-
termining who is in the former group could be an important
facet of COI risk assessment for such organizations.

Finally, as discussed in the Introduction, although broad-based
efforts to analyze the “impact” are unnecessary with respect to
many C&E risks (e.g., there is not much point in having exec-
utives vote on what they think the harm of an antitrust, bribery
or employment law violation would be), with COIs an impact
dimension can be important, because COI impacts tend to be
less obvious than those arising from many other types of C&E
risks. That is, they tend to be more business related in general
and trust related in particular, and less a matter of legal penal-
ties.

For this reason, identifying all the ways in which a COI can
be harmful to trust could be useful in a number of ways, such
as developing training and other communications, which tend
to be more effective to the extent they are specific about harms

from COls.
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Gifts and Entertainment

Virtually every conflict of interest policy contains monetary
limits for individual acts of gift giving or entertainment, but
not all seek to quantify how many of such acts are permitted
to occur in a given time period. This issue was raised in a par-
ticularly grim way — as described in this article in MarketWatch
— by a recent study which “found that both deaths from opioid
overdose and opioid prescriptions rose in areas of the coun-
try where physicians received more opioid-related marketing

from pharmaceutical companies, such as consulting fees and
free meals,...”

Relevant to the specific issue in this post, Magdalena Cerd4,
director of the Center on Opioid Epidemiology and Policy at
NYU Langone Health and the senior author on the study, stat-
ed: “A lot of the discussion around the pharmaceutical indus-
try has been around high value payments, but what seems to
matter is really the number of times doctors interact with the
pharmaceutical industry,... ‘A physician’s prescribing pattern
could be influenced more by multiple inexpensive meals than a

single high-value speaking fee,” she noted.”

She also said: ““We think it’s because the more times physicians
interact with someone from the pharmaceutical industry, the
easier it is to build a relationship of trust,... “We in no way
think the prescribing is some kind of nefarious intentional be-
havior by physicians. The fact that it is the frequent, low-level
payments that have the most effect shows that it’s more un-
intentional ‘...” Of course, unintentional conflicts tend to be
more difficult to address than are intentional ones.

More generally, this finding seems to me to be significant in
a broad-based way as it presumably applies to other commer-
cial contexts as well. And, compliance officers in all industries
should make sure that their COI policies address not just
high-value gifts and entertainment but also high volumes of
such.
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Corruption Risks

At least conceptually, corruption-related risks should be rela-
tively easy to assess because official expectations regarding such
assessments are well articulated — most prominently in guid-
ance documents published in 2012 by the U.S. Department of
Justice and Securities and Exchange Commission, 2011 by the
United Kingdom’s Ministry of Justice and 2010 by the OECD.
But putting those risk-assessment principles into practice can
be can be daunting, particularly for large global organizations.

In undertaking anti-corruption risk assessments, it may be
useful to start with what might be called general risk causing
factors (i.e., factors that are relevant to not only corruption
risks but other areas of C&E to0). For some companies, that
will include expansion of the business in developing countries,
increased outsourcing and strategic partnerships and economic
conditions that can lead to business pressures; of course, other
companies will have their own general risk causing factors. So
as not to reinvent the wheel, a practice pointer here is that
those assessing a company’s corruption risks should review the
organization’s most recent audit plan, as such a document will
often have an analysis of precisely the factors in question which
can be used for C&E purposes too.

Moreover, general (i.e., not corruption-specific) factors about
a company can mitigate (as well as exacerbate) risk, and these
should be part of an assessment as well. Among the key con-
siderations here are the strength of a company’s overall C&E
culture (e.g., the extent to which C&E is seen by employees as
a strategic advantage); the soundness of its overall controls; and
the openness of communications in the organization. (On the
other hand, culture probably mitigates corruption-related risks
less than it does various other kinds, given how often bribery
cases involve the “edges,” rather than “top,” of an organization.)
Indeed, as described later in this e-Book, a risk assessment re-
quires some degree of program assessment to accurately gauge
what an organization’s “net risk” is, and that is particularly true
in the anti-corruption realm.
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However, the gut of an anti-corruption risk assessment should
be a risk-area specific analysis. Here, too, some of this aspect
of assessment concerns the state of extant mitigation for the
organization in question — particularly for such operationally
demanding areas as controls with respect to providing things
of value to “government officials” and engaging third parties;
monitoring (both first and second lines of defense, as described
later in this e-Book); and, perhaps less obviously, the realm of

incentives. All of these, of course, go to the calculation of “net
risk.”

But the gross risk part of the equation is where the real chal-
lenge is for corruption, with the following being part of the
focus of virtually any effort of this kind.

Geographic risks. The principal way in which geography is
relevant to anti-corruption risk is through the degree to which
a given country or other geographic unit is corrupt (e.g., the
country’s ratings on the Transparency International Corruption
Perception Index). A key practice pointer is that other aspects
of geography may also be relevant, such as having relatively
isolated company facilities.

Product/service-related risk. There are many different risks
of this kind, with the most obvious ones arising from dealings
with the government as regulator (typically in manufacturing,
transporting, storing or selling a certain type of product) or as
customer. A key practice pointer here is that, at least in some
instances, product-related risks should be examined granularly,
e.g., by product line. (This can be seen as part of the “nano
compliance” approach discussed earlier in this e-Book.) Anoth-
er is that in looking at what constitutes “government business”
one should not limit the inquiry to instances where one’s direct
customer is a government entity but also consider situations
where the government is the end user of one’s product, even if
there are multiple market participants in between.

Third-party risks. This may be an area where some companies
go too far (see the piece later in this e-Book on “Goldilocks
compliance”) but many more do not go far enough. The key,
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in my view, is to apply the “capacities” and “reasons” analytic
approach to third parties that is described earlier (in a broad-
er context than just anti-corruption compliance). However,
this review needs to be informed by the extensive history of
third-party-related violations that one finds in FCPA case law.
For instance, a classic distributor takes title, and therefore un-
der traditional legal analysis seems to have little capacity to cre-
ate corruption liability for the company whose product it sells;
but, experience teaches that there are many types of distributor
relationships that can in fact give rise to corruption related li-
ability. Here, too, there is - at least for many companies — no
substitute for a granular approach when it comes to risk assess-
ment.

Private-sector corruption. Corruption is, as a general matter,
both more likely and impactful in the public sphere than in the
private sector, but this can mislead companies into concluding
that they need to do little with respect to the latter. Therefore,
it is important to include private-sector corruption in C&E
risk assessments, taking into account, among other things, the
C&E standards of customers and other private-sector organiza-
tions with which one’s company deals, relevant geographic cul-
ture, the organizational culture of the parties in question, the
controls of such organizations and pertinent industry culture.
A practice pointer here is to look for situations where a private
sector entity (customer or other) is not subject to the type of
market discipline that generally serves to enhance compliance,
i.e., where the cost of corruption is on some level an “external-

ity” (and arguably a “moral hazard”).
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Mitigation Approaches

As already described'?, a key — and often underappreciated —
point about risk assessment is that the results of an assessment
should be used to design, operate or improve the various as-
pects of a C&E program. Put simply, an assessment is only
as good as the utility of its results in making a C&E program
effective.

In this section, I explore various aspects of risk-assessment-based
mitigation, including using assessment results: auditing and
monitoring, internal controls, continuous improvement and
annual risk-based plans.

12 In the Introduction and “Does your risk assessment do this?”
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Keys to Success When Mitigating Identified Compliance
and Ethics Risks

Compliance and ethics risk assessment in the broad sense can
be thought of as having three elements to it: risk identifica-
tion, analysis and mitigation. The first two of these tend to be
conceptually more challenging than the third, and perhaps for
this reason generally receive more attention than it does (in-
cluding in this column). Yet failure to mitigate risks that have
been identified and analyzed can — and does — create no small
amount of harm in companies.

One key to success in this area is having a defined and well-doc-
umented risk mitigation process. Among other things, this pro-
cess should set forth in sufficient detail the nature and scope of
the required mitigation; the parties responsible for taking the
identified measures; the expected time and cost (so that neither
becomes an excuse for failing to mitigate); start and end dates;
and a list of any possible impediments to the mitigation and
how these can be addressed. Formal signoffs by all key affected
parties can also be a helpful step to ensuring sufficient cooper-
ation with the mitigation.

Second, companies should consider having compliance per-
sonnel conduct periodic reviews of progress against the plan
with the relevant risk owners. In many instances, a quarterly
review will be sufficient, but for areas of relatively high risk
greater frequency should be considered.

Third, the information generated as part of the process — both
in the original plan and from the reviews — should be shared
with others who (even if not directly impacted by) could ben-
efit from it. This tends to be most relevant to large, complex
organizations, but can be useful for small and mid-sized com-
panies, too.

Fourth, audits should be considered for some or all of C&E
mitigation efforts once they have been completed. In some in-
stances, other forms of checking (e.g., self-assessments) should

be deployed, too.
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Finally, senior management should receive reports on mitiga-
tion of risks. This serves, of course, to ensure that these efforts
are viewed as a priority. It also helps keep management knowl-
edgeable about and involved in the program, another import-
ant area where many current companies’ efforts fall short of

where they should be.
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Annual Compliance & Ethics Risk Plans: Four Practice
Pointers for Success

Does your organization apply a Sentencing Guidelines “sev-
en-steps” approach to mitigating all significant areas of C&E
risk? Many programs are built on the theory that they will do
this, but far fewer actually do it to a meaningful degree.

A useful organizing tool for making an approach of this sort a
reality is through the implementation of C&E risk plans, along
the following lines.

First, the organization should appoint subject matter experts
(SMEs) for all risk areas of significance (e.g., corruption, anti-
trust, IP).

While many companies do establish roles of this sort, the prac-
tice pointer here is to implement a written position description
for SMEs and use this description for evaluation/compensation
purposes.

Second, as part of their defined roles, SMEs should lead or
participate in annual risk assessments for their respective areas.
While also fairly common, the practice pointer here is here is
to focus the SME:s less on estimating the likelihood and impact
of a violation generally (both of which are often pretty obvi-
ous for given risks) and more on identifying specific points of
vulnerability for use in enhancing mitigation measures (e.g.,
specific products for which collusion with competitors is rela-
tively likely, regulatory offices in a given country where bribes
are relatively likely to be extorted) — or what is referred to in
this e-Book as the nature of the offense.

Third, the planning process should entail using the risk-related
information to develop or enhance C&E program elements.
The practice pointer here is that the actual “seven steps” frame-
work actually is not optimal for these purposes since several
of them (e.g., investigations, discipline) don’t vary by risk area
enough to merit inclusion for these purposes.
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48
Instead, organizations should consider using this modified list

of program elements/attributes for risk plans:

 standards and procedures (with the latter including inter-
nal controls);

* training and other communications;
 auditing, monitoring and self-assessment; and
e accountability and resources.

In addition to these “risk-variable” program elements, the an-
nual risk plan template could also have an “other” category for
those rare instances where tools beyond those listed above are
needed for effective mitigation of a given area.

Finally, while the SMEs will typically have the principal role
in this process, others — e.g., members of regional C&E com-
mittees — should have defined responsibilities in it, too. The
practice pointer here is to articulate these duties in program
governance documentation (e.g., committee charters) and to
audit against them.



The Three Lines of Defense...and Two C&E “Fronts”

As the C&E program field matures, various forms of “check-
ing” become increasingly important to ensuring program effi-
cacy. The “three lines of defense” is a commonly used construct
for identifying who does such checking (although the construct
is not limited to C&E).

The first line of defense is business people monitoring their own
operations. This responsibility — which, in my view, is not man-
dated in organizations nearly as often as it should be — serves
not only as a device for checking, but also as a way of educating
the business people on key risks. (A practice pointer: compa-
nies should consider reinforcing monitoring responsibilities of
this sort by mentioning them in the “Managers’ Duties” part
of a code of conduct and perhaps including them — at least in a
broad way — in managers’ performance evaluations.)

The second line of defense is non-independent staff (e.g., fi-
nance, HR, EH&S or the C&E function) engaging in moni-
toring. This form of checking is important because in almost
any large organization, the audit team cannot, as a practical
matter, cover all pertinent areas of risk and so needs checking
help from other experts from within a company. Moreover, the
lack of true independence in this sort of checking tends, in my
experience, to be more a theoretical than actual concern.

The third line of defense is true independent auditing or assess-
ment, which is often performed by a company’s internal audi-
tors, but might also be performed by an external group — in-
cluding accounting, law or consulting firms. Of course, this
sort of checking tends to be the most impactful of the three
types. But, as a matter of resources, there is only so much of it
that any company can do. (Another practice pointer: among
the areas to auditing this third line of defense is how well an
organization is deploying the other two lines.)

In addition to the three lines of defense, it may also be useful
to consider two C&E “fronts,” meaning fields of activity for
which companies should consider deploying any or all of the
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lines of defense.

One of these two fronts is risk-area checking. To take a some-
what obvious example, using the risk area of corruption:

* Business people monitor gift-giving/entertainment and the
use of third parties in the parts of the business for which
they are responsible.

*  C&E or finance also monitors such activity, but in a broad-
er and more systematic way.

*  Audit reviews various items — not just the operation of the
above-described anti-corruption measures, but also various
financial controls — and looks closely for possible violations
in the locations/business operations of highest corruption

risk.

Using a somewhat less obvious example for this “front,” from
the realm of competition law: business people monitor bidding
activity in their unit; law (and possibly C&E) engages in some
similar activity, as well as checking competition law processes
(e.g., those requiring approvals before employees can engage
in trade association activity); and, as with anti-corruption law,
audit reviews locations/business operations of highest risk for
compliance with relevant processes and for potential violations.

The second of the two “fronts” concerns what might be called
generic (i.e., not risk-area-specific) program processes. To take
the example of C&E training: supervisors are responsible for
checking to make sure that employees in their work units have
taken required training (both in-person and computer-based),
C&E reviews training records to see that the required training
is being delivered as planned (and also — if the information has
been gathered — how employees are reacting to it) and audit
conducts training related reviews (including perhaps interview-
ing some employees ) to assess both the fact and eflicacy of
training,.

Of course, no company can fully deploy the three lines of de-
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fense with respect to all risk areas and all program processes.
Indeed, no one could come close to doing this.

However, a well-designed risk assessment process will help in-
form this effort and guide an organization in how to use its
limited checking resources in an effective manner. And a risk
assessment that is not helpful in this regard should be closely
reviewed with respect to fitness for purpose.
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Risk Assessment and Internal Controls

Internal controls — meaning processes, structures or systematic
measures to address risk — are an important but often over-
looked expectation of C&E programs under the Sentencing
Guidelines.

They are frequently overlooked because the mention of internal
controls is more indirect than that of other program elements
(such as training or auditing) in the Guidelines” seven items.
That is, the Guidelines’ item 1 does set forth general expecta-
tions concerning policies and procedures but it is only a Guide-
lines “commentary” which specifies that procedures include in-
ternal controls. Still, as a matter of C&E practice, controls can
be utterly essential to effective risk mitigation.

One common type of compliance control is the requirement
of pre-approval. Pre-approvals play an important role in FCPA
compliance (required for retaining certain sorts of third par-
ties or giving things of value to government officials); antitrust
(mandated for attendance at trade shows or entering into busi-
ness arrangements that could be considered unlawful vertical
restraints); consumer protection (advertising must be pre-ap-
proved); and, perhaps most obviously, conflicts of interest (con-
flicts are forbidden unless disclosed and approved), including

rules addressed to gifts, entertainment and travel issues beyond
the FCPA realm.

Other types of controls — concerning division of responsibili-
ties or levels of authority — play an important role in anti-fraud
compliance measures.

Still another type relates to physical access to company resourc-
es. This latter sort of control can support both compliance for
certain risk areas (e.g., limiting access to confidential or private
information) and also the operation of a C&E program gener-
ally, such as by preventing employees from utilizing a compa-
ny’s information technology if they have not taken compliance
training,.
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How do internal controls relate to risk assessment?

As described in an earlier column, a key function of risk as-
sessment is developing information that can help a company
determine which C&E tools it should deploy to address given
areas of risk. And, while it may be difficult to generalize about
the specific facets of risk that should trigger the use of controls
(given how many types of controls there are), one can say that
unless a company is actively considering internal controls for
these purposes — the way it likely focuses on more commonly
used program elements in conducting risk assessment — it may
be missing important mitigation opportunities.

This is the case not only with respect to the traditional forms
of controls described above but also possible use of newer
technology-enhanced controls, for which — like nearly every
choice relating to a C&E program — informed decision making
should start with a meaningful understanding of a company’s

C&E risks.
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Risks and Mitigation at “the Top™

Many years ago, the CEO of a client company told me that
he wanted to fire another corporate officer there. I asked him
what basis he had for this contemplated action and he said it
was that the officer had failed to take mandatory compliance
training. I responded by asking if he — the CEO — had taken
the training, to which he replied (without a trace of irony) that
he had not.

In recent months, the unprecedented sexual misconduct alle-
gations against (among others) high ranking officials in prom-
inent businesses has brought unprecedented attention to the
need to prevent and detect such wrongdoing using high-level
solutions. For instance, writing recently in the Harvard Law
School corporate governance blog , Subodh Mishra, Executive
Director at Institutional Shareholder Services, Inc., identifies

the following five components of an effective sexual miscon-
duct risk management policy:

*  Sexual misconduct risk is specifically enumerated and over-
sight assigned to a board committee.

* The board has expertise in workplace and employee issues.
*  Material penalties are in place for perpetrators and abettors.

*  Executive compensation structures—at a minimum-—con-
tain incentives for creating a safe and equitable workplace.

e The company models the behavior it seeks to promote.

These seem like generally sound observations, but the point
of my post is not to add to the conversation on this particular
area of risk but rather to suggest that ideas of this sort can and
should be applied to compliance risks more broadly.

Certainly, assigning a board-level committee compliance re-
sponsibility with an emphasis on risks (such as corruption or
antitrust ones) at the top, would be a sound measure general-
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ly for companies to take. And the board having expertise re-
garding compliance issues is compelling for the same reason
that having such expertise in workplace/employment issues is
— though for both areas expertise can (in my view) sometimes
be provided by access to an outsider adviser rather than ap-
pointment to a seat on the board.

Moreover, I certainly think that the emphasis on penalties
for those engaged in misconduct is important to preventing
wrongdoing of various kinds at the top, particularly the sugges-
tion that “These policies may also be extended to any individu-
als that willfully concealed violations or engaged in retaliation
against whistleblowers.” And, on the other side of the coin,
reflecting compliance success generally in executive compensa-
tion structure makes sense just as it does for promoting diversi-
ty (part of Mishra’s recommendations), although doing so with
the former may be more methodologically challenging than
it is with the latter. Still, it can be done.

Finally, the point about modeling behavior is every bit as im-
portant to promoting compliance generally as it is to prevent-
ing harassment and discrimination in particular. For a board
committee overseeing compliance at the top, this aspect of ef-
fective risk management has implications for a wide range of
conduct — both substantive (e.g., how conflicts of interest are
dealt with by senior managers) and procedural (such as ensur-
ing that managers take the required training, to go back to the
example at the top of this post).
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Addressing the Risks of “Middle-Aged” C&E Programs

Oliver Wendell Holmes, Jr. — who served on the Supreme
Court until he was ninety — once said: “From forty to fifty a
man must move upward, or the natural falling off in the vigor
of life will carry him rapidly downward.” Do similar risks face
C&E programs in their middle age?

On a most basic level, a middle-aged C&E program often lacks
the vitality of its early days. The sense of urgency and purpose
is often lost, and the program’s standards and functions can
begin to be seen as pointless bureaucracy, and be disregarded.

On a less obvious level, having lived with a program for several
years can be lulling, and provide what an executive at a client
recently described to me as an “it can’t happen here” mentality,
i.e., the program becomes a victim of its own success. Finally,
a middle-aged program runs the dangers of establishing stan-
dards that the company fails to abide by, creating what could
be in an enforcement setting a “worst of both worlds” scenario.

What are some ways for an organization to avoid these pitfalls?

First, a vibrant risk assessment process can show that signif-
icant C&E violations are indeed still possible at the compa-
ny. C&E-related employee surveys are often useful for these
purposes, too — especially ones directed to individual areas of
risk, as is publicizing actual disciplinary cases (without “nam-
ing names”).

Second, a strong approach to C&gE-related incentives is per-
haps the best way to signal to managers that a program is still
mission critical to the organization’s success. Training senior
managers on their program-related responsibilities — to make
clear the connection between individual C&E efficacy and
leadership — can have the same effect.

Perhaps most useful, by documenting and explaining a pro-
gram’s strengths, an independent C&E program assessment
can help doubters in a company understand how the program
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is in fact an important asset of the organization — one which is
well worth preserving and indeed enhancing. And, by identi-
fying potential weaknesses that a prosecutor would likely spot
in an investigation, an assessment can demonstrate to the com-
placent the possibly grave dangers to the organization of the
program becoming infirm as it grows older.
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“Just-in-Time” Risk Assessment

In 1994 I spoke at a meeting of a company’s executives that
took place shortly before the end of the company’s financial
quarter, and in the same session the CEO made the point that
the executives needed to be vigilant against any mischief de-
signed to dress up the quarter. This was my first exposure to
“just-in-time” training/communication. And although more
companies time their compliance measures in this sort of
way now than did then (mostly because there are more mea-
sures to time), it is an area where many organizations can and
should up their respective games.

The basic idea of just-in-time communications (also sometimes
called “point of risk” communications) — as described in this
post — is that compliance communications are most likely to
have the desired impact if delivered shortly before exposure to
the risk in question. As noted in that post, this mechanism
could be used to address a wide range of risks: “anti-corruption
— before interactions with government officials and third-party
intermediaries; competition law — before meetings with com-
petitors (e.g., at trade association events); insider trading/Reg
FD — during key transactions, before preparing earnings re-
ports; protection of confidential information — when receiving
such information from third parties pursuant to an NDA; ...
accuracy of sales/marketing — in connection with developing
advertising, making pitches; and employment law — while con-
ducting performance reviews...”

To his discussion I would like to add the notion of a just-in-
time risk assessment. Specifically, when conducting risk (or
program) assessment interviews or surveys, compliance person-
nel should inquire a) for any given area or risk, whether there is
a need for just-in-time training/communications; and b) if so,
what the specifics of such training/communications should be.

Finally, the need to look for opportunities of this sort can be
added to lists of managers’ C&E duties (e.g., those set forth in
the code of conduct, training for new managers, and perhaps
personnel evaluations). This will not only help companies de-
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velop more “just-in-time” communications but will raise the
level of managers’ C&E knowledge and commitment generally.
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Keep Managers’ C&E Duties Top of Mind to Improve
Compliance

Codes of conduct almost always have a discussion (typically
in the introduction) of the compliance-and-ethics (C&E) du-
ties of all employees and a discussion of the additional duties
that managers have under the code. But not all companies fully
leverage this discussion throughout other parts of their C&E
programs.

Managers' C&E duties tend to include leading by example
and maintaining a “speak-up” environment. Somewhat less
frequently one also sees mandates to serve as a “champion” of
the C&E program, make sure that the employees in their unit
understand how the code applies to their respective jobs and be
alert to C&E risks.

These sorts of discussions can be useful — but only if they are
reinforced elsewhere in the program. Examples of this sort of
reinforcement include:

* Have Q&As and examples to flesh out these concepts in
the code and substantive policies (e.g., in an antitrust pol-
icy, give an example of a manager failing to ensure that a
subordinate who attends trade association meetings follows
company policy with respect to attending such events).

* Include a discussion of managers’ C&E duties in training —
and not just code training, but on “substantive” topics too,
such as anti-bribery.

e Through email campaigns and other types of communi-
cations, tie these duties to both risk areas of compliance
and program processes (e.g., managers are responsible for
making sure that all employees in their respective units take
required training).

* Include managers’ C&E duties in the scope of C&E audit-
ing — such as by asking employees questions about the ex-
tent to which their respective managers fulfill those duties.
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e Train investigators to look at issues of supervisory fault
when investigating helpline calls and other reports of vi-
olations.

* Build consideration of such fault into disciplinary proto-
cols.

* Dublicize instances of such discipline (consistent with re-
specting legitimate privacy expectations).

e Perhaps most importantly, companies should consider
tying the “Managers’ C&E Duties” discussion into their
performance evaluations — as a way of incentivizing com-
pliance.

The challenge of promoting strong compliance by managers
is not new. Indeed, the 1991 Sentencing Guidelines included
a provision that companies should impose “appropriate disci-
plinary measures...for failing to take reasonable steps to pre-
vent or detect criminal conduct.” Moreover, the recent advent
of “behavioral ethics” (as discussed elsewhere in this eBook)
has helped underscore how difficult it can be for companies to
establish a regime of managerial accountability.

Leveraging a provision on managers C&E duties throughout
one’s program is not a quick fix for these legal and psychologi-
cal challenges. But it can provide a place to start.
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Risk Assessment and Program Assessment

There has long been some confusion regarding the relation-
ship between risk assessment and program assessment, which
should be not be a surprise — as there are natural overlaps be-
tween these two types of compliance assessments.

In this section of the e-Book we explore the relationship be-
tween risk and program assessment on several levels: generally,
from a metrics-generation/use perspective, and in the context
of post-offense review measures.
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Points of Intersection Between Risk Assessment and
Program Assessment

Since the 2004 amendments to the Guidelines moved risk
assessments and program assessments from the realm of best
practice to what can be seen as the territory of de facto require-
ments, there has been a fair bit of confusion regarding the dis-
tinctions between these two C&E program components.

In principle, a C&E risk assessment helps an organization un-
derstand not only what its risks are, but how to mitigate them.
A program assessment, of course, tells the company how well
the program is functioning. So, risk assessment can be seen as
more design oriented, and a program assessment has more of
an operational focus.

But in practice, the two overlap because one cannot assess risks
without understanding how well a C&E program is mitigating
them (i.e., the concept of “net risk”) and one cannot measure
program efficacy without meaningful reference to an organiza-
tion’s C&E risks. Moreover, some program measures will clearly
serve both risk and program assessment purposes. For instance,
C&E-related questions on employee surveys (e.g., whether the
respondent agrees with the statement, “My manager acts with
integrity”) can be useful both for program assessment purposes
(that is, assessing how well the program is impacting behavior)
and also risk assessment ones (that is, variations in responses
among business units and/or geographies can help an organiza-
tion determine where its risks are, and hence where additional
C&E measures — such as training or auditing — are warranted).

Further blurring these lines, some organizations conduct what
are essentially stand-alone program assessments of discrete risk
areas. While this would not be warranted for all risk areas of
significance, it does make sense for anti-corruption compliance
— at least for some organizations — and perhaps several other
areas (competition law and trade compliance, among others).

A final part of this mix: a program assessment should always
include review of the risk assessment function (and sometimes
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it works the other way, too). Among other things, this typically
entails examining the following:

¢ The extent to which there is a defined C&E risk assessment
process with a logical methodology.

* The breadth of C&E inputs (and note that in my view, a
typical ERM survey of employees by itself is only a start in
this direction).

e The depth of the C&E inputs (e.g., whether personnel who
provide information on risks will, either by virtue of their
day-to-day work or from preparation for the interviews, be
sufficiently informed for the information to be meaningful
to the risk assessment process).

Finally, a key question in this area — and for many companies,
a major stumbling block — is whether the results of the risk as-
sessments are used to a sufficient degree to design and enhance
the various elements of the program (and not just the obvious
ones, like training and auditing). In other words, to be effec-
tive, a risk assessment should provide “news you can use” in
making other parts of your program effective.
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Scoping Out your Risk/Program Assessment

At the PLI Advanced Compliance & Ethics Workshop in NYC,
Scott Killingsworth of the Bryan Cave law firm noted that each
risk assessment should be unique. I agree, and I believe that the
case for uniqueness is even more powerful for the combined
program and risk assessments companies sometime undertake.
Given the diversity of possibilities, where should you start in
scoping out such an engagement? Another way of asking this
question is “How should you conduct a needs assessment for a
program/risk assessment?”

To begin, it may be worth thinking in terms of the following
six fields of information which can comprise the subjects of an
assessment:

1. Program assessment: tools/elements that many employees
have information/views about. Examples include C&E
training and the helpline.

2. Program assessment: tools/elements that relatively few em-
ployees have information/views about. Examples include
monitoring approaches and pre-hiring due diligence.

3. Risk assessment: risk areas that are the primary responsi-
bility of the C&E office and that are both broad (meaning
they touch many employees) and deep (meaning they have
a potentially high impact). Examples — at least in some
companies — include corruption, competition law and pos-

sibly fraud.

4. Risk assessment: risk areas that are the primary responsibil-
ity of the C&E office but are not so broad and/or deep. In
some companies, conflicts of interest (often broad, but not
that deep) or insider trading (deep, but not typically that
broad) fit into this category.

5. Risk assessment: risk areas that may be broad and deep,
but that are the primary responsibility of another function
at the company. In some companies, trade compliance or
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employment law would fit this bill.

6. Culture assessment (which is relevant to both program
and risk assessment, but for planning purposes generally
should be viewed as its own effort): factors that could im-
pact both the degree of risk and the efficacy of the program.
Examples include tone at the top, accountability, openness

of communication and alignment of rewards with stated
C&E values.

Second, for each of the six fields, consider what the assessment
need actually is for your company. For instance, for corruption
(in group 3), companies that, because of the nature or locations
of their business, likely have a high risk presumably will want
to follow applicable law enforcement expectations (e.g., discus-
sion in the 2012 DOJ/SEC resource guide on risk assessment
and program components), and questions tracking these can
and should take up a significant portion of total interview/doc-
ument review time. But for risk areas that are largely the prov-
ince of other functions (meaning those in group 5), one might
have a narrower gauge of inquiry in the interviews/document
reviews, at least if such functions have already conducted some
form of targeted assessment(s) regarding these risks. And the
extent of questioning/document reviews about risks in group 4
will depend on a variety factors (e.g., the extent of that part of
the assessment regarding confidential information will depend
partly on how important such information is to a company).

Program assessment needs also might vary in many ways. For
instance, getting a wide array of feedback on training (in group
1) will make sense if you are considering overhauling your
training. Additionally, a report that is going to the Board of
Directors or is expected to be reviewed by the government gen-
erally should be the subject of greater overall efforts — especially
in the culture part (group 6) — than an assessment that is under-
taken merely as part of a regular C&E “check-up.” Moreover,
for the program, risk and culture assessment components, the
need might vary by different lines of business or geographies
within a company. Also, for some assessment topics, the extent
to which one is measuring risk areas versus program tools tends
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to blur. The emerging area of compliance monitoring (group 2)
often falls into that category.

Finally, taking into account the results of this needs analysis,
one should seek to identify which employees are likely to have
relevant information for each of these six fields and then use
that to develop a list of interviewees that can get you all that
you need for each of the various aspects of an assessment. As-
suming time and budget are not unlimited, identifying indi-
viduals who can speak to multiple topics is an obvious plus.
Similarly, one should use this framework to identify and obtain
pre-existing materials relevant to each group. Examples include
reports of prior C&E audits/reviews; relevant sections of em-
ployee engagement surveys; training feedback; and to a lesser
extent, prior results of ERM efforts.
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A Risk Assessment Thought Experiment (About Metrics)

Risk assessment and program assessment are, of course, two
different animals. They are referred to separately in the Guide-
lines — the former mentioned in section “(c)” of the definition
of an effective compliance and ethics program and the latter in
section “(b)(5)” of that definition.

They also serve largely different purposes. Risk assessment is
mostly forward-looking — meaning an effort to understand
enough about risks to implement all the other C&E program
measures in an effective way. The latter is more backward-look-
ing — meaning it is an assessment how well the measures de-

ployed to date have fared.

But inside every risk assessment (or at least most of them) there
is a program assessment struggling to be heard, and the con-
verse is true of every program assessment. Making the most of
these connections can be essential to optimizing both func-
tions. There are several ways to do this, and in this column I
want to focus on one that while (to my knowledge) is untested
seems to hold a fair bit of promise.

By way of background, many risk assessments use the concept
of gross and net risk, with the former representing unmitigated
risk and the latter the level of risk when taking the organiza-
tion’s compliance measures into account. While gross and net
risk can be measured both for risk likelihood and impact, the
likelihood dimension is typically a more meaningful gauge of
a compliance program’s efficacy, since impact is more often a
function of external factors (such as governmental enforcement
policy or the expectations of other key third parties).

So, one way to connect risk assessment to program assessment
is to measure the “spread” between gross and net risk likelihood
findings over the course of time. By this I mean that if in year
one for a given risk area (e.g., anti-corruption) the gross likeli-
hood of a violation is 7 and the net likelihood is 5 and in year
two the respective numbers are 7 and 4, then presumably that
is some indication that the anti-corruption part of the program
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is working well, i.e., a factor that should be considered as part
of one’s program assessment. But, if instead the numbers go
from 7/5 to 7/6, then that’s a negative for the program assess-
ment.

Note that there are a number of complications for this idea
— including what “level” of the company is the focus of the in-
quiry. Moreover, one would want to make sure that using these
numbers for program assessment purposes didn’t prejudice the
objectivity of those doing the risk assessment.

Finally, I've never seen this done and so I don’t know how well
it would work in practice. But at least in theory, it would seem
to be a way of quantitatively assessing in a risk-area specific way
the efficacy of a company’s C&E program efforts — which, I
imagine, would be of interest to a host of data-hungry constit-
uencies within many companies.

And, one way for a company to gauge if it would work for them
is to take historical risk assessment numbers and see whether
calculating the spreads aligns with what is otherwise known
about the functioning of their program vis a vis the risk area in
question.
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The Risks of Corporate Carelessness: Lessons from C&E
History (and the Case for Post-Offense Assessments)

“To lose one parent ... may be regarded as a misfortune; to lose
both looks like carelessness,” wrote Oscar Wilde, and some-
thing similar can be said for corporations that fail to learn from
one compliance and ethics failure only to suffer a second such
event.

Consider the case of Hoffman-LaRoche, which was prosecuted
in the late 1990s for an antitrust violation and was fined $14
million dollars. According to press accounts, the company did
not respond sufficiently to the offense, and, not too long after,
it was prosecuted again. This time the fine was $500 million
— then the largest criminal penalty in the history of U.S. law.

Interestingly, the record that Hoffman-LaRoche broke had
been set in a case where the organization (Daiwa Bank) was
also was penalized harshly in part because the government felt
it had not responded appropriately to a prior violation.

Or, consider the even more striking case of Arthur Andersen,
which was indicted for obstruction of justice in connection
with the Enron investigation — a charge that literally put the
firm out of business and threw its many thousands of employ-
ees out of work.

Why was the Justice Department willing to take this harsh and
controversial step? One reason was that Arthur Andersen had
not responded sufficiently, in the government’s view, to an ear-
lier act of wrongdoing.

More recently, in connection with a much-publicized case in-
volving questionable investment activity by one of his lieuten-
ants, Warren Buffett has been criticized for not having learned
the lessons of an earlier scandal at a company in which he had
invested — Salomon Brothers. In that earlier case, the firm’s se-
nior managers failed to respond adequately after discovering an
act of serious wrongdoing by another employee — a lapse which
caused considerable harm to shareholders, and which seems
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similar to what at least some press accounts suggest happen in
the more recent matter.

To help companies be more careful in the wake of C&E fail-
ures, the Guidelines were amended in 2010 to provide (in a
key commentary) that following detection of any offense an
“organization should act appropriately to prevent further sim-
ilar criminal conduct, including assessing the compliance and
ethics program and making modifications necessary to ensure
the program is effective.”

Given the lessons of C&E history and the explicitness of this
provision, not conducting a post-offense assessment runs a sig-
nificant risk of being seen — and treated — as carelessness by the
government.

Does such an assessment need to be conducted by an external
party? The Guidelines are clear that this is an option, not a
requirement: “[t]he steps ... may include the use of an outside
professional advisor to ensure adequate assessment and imple-
mentation of any modifications” (emphasis added).

Indeed, an external post-offense assessment will, in my view,
most likely be warranted only a) in cases of significant wrong-
doing; or b) where the analysis and/or recommendations in-
volved in the assessment could be controversial within the
organization, and hence independence is necessary for the pro-
cess to be effective.

Post-offense C&E assessments have always been a sound idea.
And, following the amendment to the Guidelines, they should
now be considered part of the official definition of what it
means to be a careful corporation.
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Five Topics for Compliance and Ethics Culture
Assessments

Compliance program assessments — which seem to be increas-
ingly popular with both government enforcement personnel
and companies seeking to enhance their programs as a matter
of good corporate citizenship — can and generally should cover
a lot of ground. And that ground ought to include the organi-
zation’s ethical culture.

Of course, the notion of ethical culture itself is pretty broad,
and there is no one right way for assessments of this sort to be
conducted. But there are certain topics which in my view — are
worth considering in virtually any given assessment.

Perhaps the most obvious of these is “tone at the top,” which
in an assessment itself tends to have various components, in-

cluding:

e what senior managers say to underscore their expectation
that employees will act lawfully and ethically;

* the related but distinct question about what senior man-
agers do to underscore the expectation that employees will
follow all dictates of the organization’s C&E program, such
as those concerning taking training or conducting vendor
due diligence;

* inquiries designed to ascertain whether senior managers’
own conduct undermines their C&E messaging; and

 similar questions regarding various levels of management
besides those at the very top (such as functional or business
unit leadership or those further down the organizational
ladder). One best practice to consider: having those at or
near the top engaged in a visible way in reminding delin-
quents of the need to take mandatory C&E training.

Another obvious avenue for assessment concerns an organiza-
tion’s speak-up culture. Perhaps the most important facet of
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this sort of inquiry is assessing not only the environment re-
garding true C&E matters but all kinds of workplace concerns
and questions, as reticence to speak up in one area may affect
(or reflect) reticence in others. Of course, relevant to a compa-
ny’s speak-up culture is its degree of “organizational justice,”
and the extent to which wrongdoing is responded to in a fair
and sufficiently rigorous way.

A third and somewhat less obvious aspect of culture assessment
concerns rule following, and the extent to which it is genuine-
ly expected in an organization. Here too it may be helpful to
think beyond core compliance program rules to those concern-
ing other aspects of a company’s business, such as rules covered
by a delegation of authority policy.

Note however, that for the ethics component of an assessment
a strong rule-following culture may be less than ideal. But from
a pure compliance perspective it is hard to beat a deep embrace
of rules, as further discussed here.

A fourth and also less obvious area for assessment concerns in-
dustry culture. While not true of all or even most companies, in
some industries such types of culture may be more of a source
of risk than the organizational type. This is particularly true of
industries with a significant degree of inter-company mobility.

Fifth — as is obvious from many cases of non-compliance, most
recently the high-profile Wells Fargo scandal — a key aspect of

culture is the extent to which pressure/incentives make it diffi-
cult for employees to do their jobs in an ethical and law-abid-
ing way. Indeed, this may be the most important cultural at-
tribute of all — and should be explored fully in any assessment,
with aspects of this inquiry including both economic “carrots”
and “sticks,” as well as non-economic incentives.

Finally, I should emphasize that this piece is not intended to
be a comprehensive overview of all areas to cover in a culture
assessments, which is a complex and hugely important topic.
But hopefully it will be helpful to those designing assessments
for the first time, among others.
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The Ethics Dimension

In the 2004 amendments to the Guidelines, an ethics dimen-
sion was expressly added to the government’s expectations
regarding compliance programs. This dimension has steadi-
ly grown more important to the government. Indeed, several
years ago, a high-ranking government official noted: “A strong
ethical culture flows from good governance and requires lead-
ers to promote integrity and ethical values in decision-making
across the organization. This entails asking not just ‘can we do
this,” but ‘should we do this?’” '* This sentiment has indeed be-
come relatively common in pronouncements by enforcement
personnel.

While the ethics dimension is often overlooked (or intention-
ally disregarded) in designing and implementing risk assess-
ments, the next two columns argue that should be squarely
in the focus of any business organization’s attempt to assess its

risks.

13 heep:/ [www.sec.gov/News/Speech/Detail/Speech/1370539872783#.
UpDVGcSkg8R.
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Back to School: Ethical Reasoning and Risk Assessment

Inspired both by the start of a new school year and Groucho
Marx’s timeless saying “Those are my principles, and if you
don’t like them... I have others,” this column briefly considers
how using the principal schools of ethical reasoning can help

address C&E risks.

There are, of course, three predominant schools of thought in
the business ethics field: utilitarianism (associated with Jeremy
Bentham), which views the ethicality of actions by reference
to their consequences; deontology (associated with Immanuel
Kant), which is concerned more with the inherent nature of
an action itself than its consequences; and virtue ethics (asso-
ciated with Aristotle), which emphasizes moral character. Like
Groucho, the C&E officer can be said to offer her organization
a choice of different ethical reasoning approaches but — as an
expert in the field (and presumably unlike Groucho) — she can
also ensure that the selection is made in an informed way.

Part of what should inform that choice is risk assessment. That
is, for some organizations the greatest potential ethics risks may
come from failing to consider the interests of others (compa-
nies or individuals) in decisions of consequence, which sug-
gests a need to emphasize utilitarianism. For other organiza-
tions greater risk is posed by failing to consider the rightness of
possible actions, suggesting the benefit of emphasizing a deon-
tological approach. (Of course, an organization or individual is
not required to use one to the exclusion of the other — my point
is purely one of emphasis.)

But perhaps of greater benefit to many C&E programs than
these two schools of reasoning is deploying the third approach
— one based on virtue ethics. Among other things, virtue ethics
can be seen as being action oriented; stressing the importance
of role modeling, responsibilities and excellence; and aiming to
make ethical action a habit as much as a product of reflection.

Virtue ethics therefore has the potential to strike deeper than
what is offered by the other schools. And in so doing, it may
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have a better chance of reaching the various forms of ethical de-
cision making that are outside the realm of pure reason — such
as those impacted by “overconfidence” (as discussed in one of
the columns on behavioral ethics) and other sub-optimal forms
of thought that in recent years have been identified by behav-
ioral economists. Companies with significant ethics — as well as
compliance — risks of this nature may be good candidates for
virtue ethics.
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Ethics Risks: Assessment and Mitigation

A court decision several years ago in a shareholder lawsuit
against Goldman Sachs' is yet another reminder that when it
comes to liability often there is no firebreak between the “mere-
ly” unethical and the clearly unlawful. (Among the many other
examples of this phenomenon are various of the conflict-of-in-
terest-based cases brought several years ago by the New York
Attorney General against investment banks and the insurance

brokers.)

For C&E professionals the takeaway from this history — which
is unknown to many business people — should be that assessing
and addressing ethics risks may be necessary to reducing legal
exposure.

Wiays to assess ethics risks include:

e Examining whether a company has any relationships (with
customers or others) where the need for good faith and
candor might not be sufficiently understood by employees
or third parties acting on its behalf. Relationships such as
these — which tend to involve a high degree of trust but not
necessarily a formal fiduciary duty — may be rife with ethics
risk potential.

* Secking to learn whether there are business activities where
the pursuit of admirable ends might lead to wrongful
means.

* Asking employees in interviews, focus groups or otherwise:
What types of conduct has occasioned criticisms that the
company has acted unfairly? Do they have particular con-
cerns that the company has acted wrongfully?

Indeed, the very process of gathering information of this sort

14 Available at http://www.nylj.com/nylawyer/adgifs/deci-
sions/062512crotty.pdf.
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78
will itself send a message that “ethics counts.”

Other ways to address ethics risks include:

e Offering training on methods for ethical decision making.

* Deploying values-based communications.

* Providing, in training and communications, real-life exam-
ples of the company showing a willingness to walk away
from business opportunities that, while lawful, were not
ethical.

* Building ethics criteria into personnel evaluations.

 Training managers on how to recognize and encourage eth-
ical actions by their subordinates and colleagues.



A Core Value for our Behavioral Age

Groucho Marx famously said: “Those are my principles, and if
you don’t like them... well, I have others.” When it comes to
companies committing to follow key principles to guide their
behavior — what are often called “core values” — there is clear-
ly no shortage of options. Indeed, this posting on the Threads
web site offers 500 ideas for those in the market for values.

One value that I see occasionally (but not frequently) selected
for “core” status is humility. Kellogg, for instance, includes hu-
mility among several other core values. Humility is not prin-
cipally about ethics — Kellogg embraces an integrity value too
(as is the case with a large number of companies). But I do
see humility as having an important role to play in promot-
ing compliance and ethics in business organizations, in several
ways.

First, humility is a logical and arguably inevitable response to
the vast body of behavioral ethics research showing “we are not
as ethical as we think.” Thinking and acting with humility is
indeed a way of operationalizing behavioral ethics. (For a list of
behavioral ethics and compliance posts click here. Also, please
see this recent article in the NY Times on behavioral ethics and
the notion of “servant leadership.”)

Second, humility is well suited for addressing ethical challenges
that are based not on the purposeful failure to be honest but on
the less well-appreciated dangers of being careless. (For a post
on that click here.) Recognizing the limits of one’s abilities —
which is part of being humble — should help underscore the

need for carefulness.

Finally, humility has the potential to resonate deeply in our
political, as well as business, culture. By this I mean humility
can help form part of a broader mutually supporting relation-
ship between business ethics and what might be called societal
ethics.

From a professional viewpoint the benefits to the business side
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are of most immediate interest to me, but as a citizen (hope-
fully in the broad sense) I know that the societal dimension is
of greater importance. So, let me close by quoting what is one
of the best (albeit largely forgotten) expressions of humility’s
role in societal ethics, which can be found in Learned Hand’s
“Spirit of Liberty” speech: “The spirit of liberty is the spirit that
is not too sure that it is right [and] which seeks to understand
the minds of other men and women...” Delivered in 1944 —
when the US and other democracies were engaged in a truly
existential battle for survival — these words have never been
more compelling than they are today.
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The Social Science Dimension

In the past few years the ethics-related research of behavior
economists has revolutionized our understanding of the caus-
es of much wrongdoing. As well, the long-standing notion of
“moral hazard” has — by virtue of the financial crisis of 2008 —
become a topic of far broader discussion than ever before.

Interestingly, despite its name, behavioral economics (from
which the field of behavioral ethics emerged) is less about eco-
nomics than psychology. And, despite its name, moral hazard
is less about morality than economics.

In this section of the book we look at the relevance of behavior-
al ethics and moral hazard for C&E programs. More writings
about both topics can be found in the Conflict of Interest Blog.

!5 For more on moral hazard and C&E programs please go to http://
conflictofinterestblog.com/interests/moral-hazard-bias/moral-haz-
ard?’menuid=submenul &submenuid=submenul.1 and for more on
behavioral ethics and C&E programs please go to http://conflictofinter-
estblog.com/interests/moral-hazard-bias/bias?’menuid=submenu1&sub-

menuid=submenul.l.
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What Behavioral Ethics Means for C&E Programs

The spirit of liberty is the spirit which is not too sure that it
is right,” Judge Learned Hand once said, and the same may
be true (at least in part) for the spirit of compliance and eth-
ics (C&E). That is but one lesson that might be drawn from
the emerging and important field of “behavioral ethics,” which
teaches that for many reasons we tend to overestimate our abil-

ity to do what is right.

In Blind Spots: Why We Fail to Do What's Right and What to
Do about It (published by Princeton University Press), busi-
ness school professors Max H. Bazerman of Harvard and Ann
E. Tenbrunsel of Notre Dame provide an overview of behavior-
al ethics that is both concise but also brimming with intriguing
and useful information. In my view, every C&E professional
should read this book and strive to apply it’s insights to their
respective companies’s C&E programs.

Behavioral ethics seeks to understand how “people actually be-
have when confronted with ethical dilemmas,” and is part of
a larger field of inquiry concerning imperfections in decision

making of all kinds.

Drawing from research that both they and other behavioral
ethicists have conducted in recent years, Bazerman and Ten-
brunsel show how various psychological processes create a
powerful phenomenon of “bounded ethicality” which leads
even good people to engage in conduct that contradicts their
own sincerely held ethical tenets.

This body of knowledge is far too vast to summarize here but
the following will hopefully provide some sense of it:

 There is a strong tendency to make inaccurate predictions
with respect to how one will respond to an ethical dilem-
ma, with decisions actually being made much more by
one’s “want self” rather than one’s “should self.”

* Various processes of everyday life contribute to “ethical
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fading,” in which ethical dimensions are eliminated from
a decision.

* Post-decision recollection biases lead to moral disengage-
ment.

e Outcome biases permit us to ignore bad decision making if
it happens to lead to desirable results, which can encourage
future bad decision making.

*  Vested interests make it difficult to approach situations
without bias, even for those who are honest.

e Overloaded (busy) minds tend to be highly vulnerable to

ethical compromise.

* There is a powerful tendency to over-discount the future —
which can have serious ethical implications when it forces
others to pay for one’s own mistakes.

* Slippery slopes not only lead to bounded ethicality with
respect to one’s own behavior but also in noticing the un-
ethical behavior of others.

*  “Motivated blindness” also contributes to our not noticing
others’ wrongdoing

Of course, experienced C&E professionals may be familiar
with anecdotal evidence regarding some — and possibly many —
of these phenomena. But there is a difference between knowing
something and being able to prove it, and in the C&E field
that gap has often been significant and harmful when it comes
to the prevalence of ethics risks in companies.

Presented as hard scientific fact, as behavioral ethics does, these
risks are harder to ignore. And that, in turn, should help to
underscore the need for strong C&E initiatives in companies
— because it shows that companies cannot be reasonably sure
that their executives and other employees will, without help,

do what is right.
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I should note, however, that the authors also argue that what
they call “compliance systems” can in fact contribute to ethical
fading, by seeming to take ethics out of the picture of decision
making and for a variety of other reasons they describe (such
as making conduct more attractive by forbidding it). This may
— but should not, in my view — give pause to some C&E pro-
fessionals.

That is, I do not believe that there is a disconnect between the
vision of behavioral ethicists and that of C&E professionals
because the authors also suggest several approaches for organi-
zations to adopt to address the challenges of bounded ethical-
ity, which, in effect, are ideas for improving C&E programs,
not abandoning them. Among these are focusing consideration
in goal-setting on potential ethical downsides, including eth-
ical assessments when making decisions concerning person-
nel, strategy and operations; setting zero-tolerance standards
for unethical behavior; and inventorying a company’s “infor-
mal systems” (i.e., its culture) to understand the pressures that
could cause misconduct by employees.

Indeed, read broadly, Blind Spots provides a foundation for a
host of C&E program reforms. In this sense C&E programs
can be seen not as an impediment to deploying behavioral eth-
ics knowledge within organizations but rather as a “delivery
device” for doing so (although I should caution that those are
my words and not something said in the book itself).

For instance, companies should incorporate into their formal
C&E risk assessment frameworks behavioral ethics insights
about the risks of employees being very busy or isolated, of
business environments with a high degree of uncertainty and of
situations potentially involving unseen victims and of indirect
action — all of which contribute to C&E risk.

It is also important, I believe, to operationalize within C&E
programs behavioral ethics learning regarding the benefits of
group decision making — which can be relevant to both struc-
tures for dealing with ethical dilemmas and responding appro-
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priately to ethical failures.

Additionally, the phenomenon of motivated blindness suggests
the need for greater emphasis than one would currently find
at most companies on disciplining managers for C&E-related
supervisory lapses.

Still other insights are relevant to mitigation of conflicts of in-
terest — particularly research showing that disclosure alone does
little to minimize the harm from conflicts (and, according to
one study, can actually exacerbate such harm).

Perhaps most importantly, senior managers should themselves
be trained on the key lessons of behavioral ethics — and par-
ticularly on the dangers of being too sure of one’s own ethical
prowess. This should lead not only to better decision-making
when managers face ethical dilemmas as individuals, but also,
as noted above, to greater appreciation for and support of their
companies’s C&E programs.

Indeed, the further we get away from the “Big Bang” that led
to the creation of most modern C&E programs in the U.S. —
the combination of Enron, WorldCom and other prominent
scandals occurring around the same time; the passage of the
Sarbanes-Oxley Act in 2002; and the revisions to the Federal
Sentencing Guidelines for Organizations in 2004 — the more
essential such appreciation is likely to be to the success of the

C&E field.
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Overconfidence, Moral Hazard, and C&E Risk

In a NY Times piece — “Often Wrong But Never in Doubt” —
University of Chicago Business School Professor Richard Thal-
er describes a decision-making “flaw that has been documented
in hundreds of studies: overconfidence.” He also describes how
business leaders may be particularly susceptible to this flaw.
While the few studies summarized in Thaler’s piece do not
deal with C&E risks, concern with the general phenomenon
of overconfidence should be heightened in this context due to
the impact of “moral hazard” in much C&E-related decision

making,.

Moral hazard concerns the unhealthy impact on decision mak-
ing when those who create risks do not sufficiently bear the
impact of their decisions. Although — like overconfidence — it is
largely addressed to other contexts (moral hazard was first used
in the 19th century to describe how having insurance could
create or exacerbate risk taking behavior by insureds), it is ap-
plicable to various types of C&E decisions, too. Illustrative of
this is the following, now infamous, statement in an e-mail
from a ratings agency employee concerning the unwarranted
favorable treatment being given to certain investment instru-
ments: “Let’s hope we are all wealthy and retired by the time
this house of cards falters.”

The reason that moral hazard is particularly significant in the
C&E context is due to the frequently great time lag between
crime and punishment in the business world. In this con-
nection, consider how many FCPA or fraud charges are not
brought until many years after the misconduct at issue, often
long after those who took the risks in question have moved on
to other companies (or are “wealthy and retired”). Those who
bear the costs are, of course, the shareholders, who were not
involved in creating the risk.

The one-two punch of overconfidence and moral hazard can
pose great peril for a company, i.e., those who are in the best
position to mitigate risks either fail to recognize such risks or,
even where the risks are understood, fail to sufficiently address
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them through strong C&E measures. This is among the prin-
cipal reasons why conducting formal C&E risk assessments is
so important.

While risk assessments cannot fully eliminate overconfidence
and moral hazard, they do make it harder for managers to fail
to recognize or respond to C&E risks. This is true not only as a
general matter but particularly when boards of directors — who
tend to bring a different time horizon to their decision mak-
ing than managers do — are apprised of the results of the risk
assessment.
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Identifying and Addressing Behavioral Ethics Risks

The emerging field of “behavioral ethics” examines the effects
of various social, cognitive and emotional factors on ethical de-
cision making, and, in numerous experiments, has demonstrat-
ed the limited role that traditional notions of rationality play
when we are faced with ethics-related choices. The implications
of behavioral ethics— which is part of a larger school of “be-
havioral economics” - indeed extend across a whole spectrum
of contexts, from the decisions made in our private lives to
matters of public policy.

While a subject of great interest in academia, so far behavioral
ethics is having less of an impact on compliance and ethics pro-
grams than it should. But, at least to me, it seem only a matter
of time before this new understanding of human nature begins
to shape the C&E realm and indeed in the cover story from the
February 2013 issue of CSj — a leading corporate governance
magazine in Hong Kong — I explore the possible ramifications
of this field for such areas as managing conflicts of interest,
training/communications and holding managers accountable
for the wrongdoing of their subordinates. I also examine what
can be learned about behavioral-ethics-based C&E risks, sec-
tions of which are reprinted below.'®

“One [behaviorist] experiment showed that acting indirectly —
that is through a third party — can blind individuals to ethically
problematic behavior more than direct action does. This sug-
gests that companies should recognize the limits of what could
be called ‘inner controls’ — meaning personal moral restraints
— in their dealings with third parties. So, as a matter of risk
assessment, an organization may have to make up the differ-
ence with enhanced compliance measures (internal controls)
in dealings with suppliers, agents, distributors, joint-venture
partners and others.

16 The full article is available at http://conflictofinterestblog.com/wp-con-
tent/uploads/2013/02/CSj-articlel.pdf.
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“Another experiment showed that it is easier to disregard the
interests of unknown individuals in making an ethical decision
than those of known ones. This finding could help explain the
relative ease with which so many individuals engage in offences
where the victims are not identifiable, such as insider dealing,
government contracting or tax fraud. Here, too, as a matter of
risk assessment, an organization may have to make up the dif-
ference left by weak ‘inner controls’ with enhanced compliance
measures.

“Of course, and as is true of a number of [behaviorist] findings,
this insight is not a complete surprise. Indeed, Ben Franklin
once said, “There is no kind of dishonesty into which otherwise
good people more easily and more frequently fall than that of
defrauding the government’. Still, being able to prove with real
data what is otherwise known just anecdotal or intuitively may
be useful to compliance professionals in getting the company
to devote extra attention to a risk area.

“The same can be said for a [behaviorist] experiment showing
that individuals with depleted resources tend to have greater
risks of engaging in unethical conduct. When faced with this
knowledge it may be difficult for management or a board to
ignore a recommendation to either reduce pressure or focus
extra compliance and ethics mitigation efforts on parts of an
organization where employees are subject to greater-than-or-
dinary stress.

“A more counterintuitive finding in this field concerns what
might be called the risk of good intentions. Several [behavior-
ist] studies have shown that being cognizant of one’s ethical
failings actually increases the likelihood of subsequently doing
good, and that the converse is true as well. Examples of this
phenomenon are that acts promoting gender equality ‘license’
discriminatory ones, being reminded of one’s humanitarian
traits causes reductions in charitable donations, and purchas-
ing ‘green’ products licenses ethically questionable behavior.
While unsettling, these findings suggest a need for compliance
programs to pay extra attention to risks that could arise from
particularly virtuous-feeling activities.”

89



Other People’s Risks

As described in a recent issue of The Economist: “Moral haz-

ard is a problem that crops up often in economics. People be-
have differently if they do not face the full costs or risks of
their actions: deposit insurance makes customers less careful
about picking their bank, for example. Moral hazard can also
be second-hand. Take medicine. A patient with private insur-
ance may be happy to sit through extra tests, and a doctor may
be happy to order them. Doctors might be more reluctant to
order tests if they know that the patient would bear the full
cost. A newly published paper sets out to test this secondary

problem by examining a common-enough situation—taking
a taxi ride in a strange city. The authors, a trio of academics at
the University of Innsbruck, sent researchers on 400 taxi rides,
covering 11 different routes, in Athens, Greece. In all cases, the
researchers indicated they were not familiar with the city. But
in half the cases, the researchers indicated that their employers
would be reimbursing them for the journey. The researchers in
the latter group were 17% more likely to be overcharged for
their trip and paid a fare that was, on average, 7% higher.”

The verdict: a clear case of “second-degree moral hazard.”

Moral hazard has been a subject of various other posts here.
It is like conflicts of interest and behavioral ethics — the two

principal topics in this blog — in that all reflect some type of
impairment in ethical decision making. But, each obviously
is different from the other; indeed, there is arguably a tension
between behavioral ethics and moral hazard, in that the former
can be seen as a partial repudiation of the notion of homo eco-
nomicus (humans as highly rational economic actors) whereas
the latter suggests we have not gone far enough to understand
how that semi-mythical creature really operates, as further dis-
cussed here.

All three frameworks are important in understanding risks.
But, at least in compliance and ethics circles, moral hazard has
gotten less attention than have its two related types of impair-
ment, which was why I was happy to see this article.
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The taxi overcharging study indeed seems to be an import-
ant contribution to the moral hazard field (although I hasten
to add that I'm relying here entirely on The Economist sum-
mary of it). Just as Samuel Johnson once said that a certain
individual was not only dull but the cause of dullness in others,
so this study has shown that moral hazard can be the cause of
unethical action by others beyond the obvious subjects. That is
useful knowledge because it helps demonstrate — at least in a
general way — the power of moral hazard.

Does this have any practical implications for compliance &
ethics programs? Maybe it does in the area of risk assessment,
but for the most part, probably not.

Thinking more broadly, however, moral hazard imperils
our ability to deal with climate change, debt and various other
threats where future generations will bear the consequences of
present-day decision making. And, understanding moral haz-
ard — as well as COI and behavioral ethics — can help E&C
professionals and others contribute to the crucial dialogue on
those challenges.
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Is Being a Parent a Source of Risk?

In 1973, in speaking to colleagues on the Cook County Demo-
cratic Committee, Mayor Richard Daley of Chicago defended
his having directed a million dollars of insurance business to an
agency on behalf of his son John with the immortal words: “If
I can’t help my sons, then [my critics] can kiss my ass. I make
no apologies to anyone.”

I thought of this when I read about the college admission brib-
ery scandal that emerged this past week. The scandal called to
mind other cases where parents violated the law to benefit their
children. A famous instance of this sort from the 1980s con-

cerned the hiring (by a former Miss America) of a NY judge’s

daughter to influence the judge’s decision on a pending case.
In 2016, JP Morgan settled a “Princeling” case, which involved
the bank’s hiring the sons and daughters of important Chinese
officials in return for business. And there are many other cases

like these — presumably going back to our early history.

The behavioral ethics and compliance perspective focuses on
structural causes of wrongdoing. There are many fruitful ave-
nues for behavioral ethics inquiry suggested by the college ad-
mission bribery scandal. The one that most interests me is
whether it is easier to commit a crime when one is doing so not
to help oneself but to help one’s child. (Note that I understand
that there are also personal reputational benefits that parents
get from having their child admitted to a prestigious university
buct still think that the principal beneficiaries of this corruption
are the children.)

Given how powerful the drive to help one’s offspring is — both
as a matter of the instincts we are born with and the social
norms that we adopt — the answer is almost certainly Yes, at
least as a general proposition. If this turns out to be an opera-
tive fact in the admissions bribery scandal, then I hope a lesson
will be that parents should refrain from doing things for their
children that ethically they wouldn’t do for themselves.

As the scandal unfolds I'll also be interested in learning what
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was the role — or lack thereof — of risk assessment and audit-
ing in the respective compliance programs of the universities
involved. Based on the press accounts it seems as if this kind
of corruption was probably fairly common. If that is so, where
were the compliance programs.
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Was the Grand Inquisitor Right (about Compliance)?

In Dostoevsky’s short story 7he Grand Inguisitor, Jesus Christ

returns to earth in Spain at the time of the Inquisition, only
to be arrested by Church leaders. As explained by the Grand
Inquisitor (courtesy of Wikipedia), “Jesus rejected [the Dev-
il’s] three temptations in favor of freedom, but the Inquisitor
thinks that Jesus has misjudged human nature. He does not
believe that the vast majority of humanity can handle the free-
dom which Jesus has given them. The Inquisitor thus implies
that Jesus, in giving humans freedom to choose, has excluded
the majority of humanity from redemption and doomed it to
suffer.”

In a very thoughtful and useful post last week in the FCPA Blog,
noted C&E practitioner and scholar Carsten Tams celebrates
the recent award of the Nobel prize in economics to behavior-
al scientist Richard Thaler. Among other things, as Tams notes,
“Thaler advocates for an alternative, less coercive method for
influencing behavior [than the predominant model]: a Nudge.
In a book by the same title that Thaler co-authored with the
eminent legal scholar Cass R. Sunstein, he defines a nudge as
any aspect of a choice architecture that steers people’s behavior
in a predictable way, without forbidding any options or signifi-
cantly changing their economic incentives. Unlike mandates
or fines, nudges are specifically designed to preserve freedom
of choice and avoid coercion. To qualify as a nudge, the inter-
vention must be easy and cheap to avoid. The goal of nudges is
to make desired behaviors easier, simpler, or safer for people.”

I agree with Tams that behavioral ethics information and ideas
offer many promising possibilities for enhancing corporate
compliance programs. (See this index of prior posts on “behav-

ioral ethics and compliance” and also this webcast from Ethical

Systems.) But I also worry that when it comes to C&E pro-
grams, the Grand Inquisitor’s view of human nature may be at
least partly right.

[ say this not as a matter of principle. On such ground I reject
that view completely. Rather, my concern is one of experience,
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borne of more than a quarter of a century developing, imple-
menting and assessing C&E programs.

In that time, I can’t recall learning of anything suggesting that
the employees of client organizations wanted more choice when
it comes to C&E-related matters. And, I have seen and heard
much to the contrary, as countless interviewees have praised
their employer organizations for providing clear instructions
— backed up by strict enforcement measures — on how to act
when faced with C&E challenges. As one C&E practitioner
said about what employees at his company asked from him:
“They want me to tell them what to do.”

A more concrete way of looking at this is to note that while
people generally cherish freedom, the freedom to make a mis-
take that can get them sent to prison for a long period of time
is likely viewed less favorably.

I should stress that I do not generally follow — in my role as
family member, friend and citizen — what might be called a
Grand Inquisitor type perspective. (Presumably Dostoevsky
didn’t either — and the story should be read more as a provoca-
tion than a statement of principles.) It also does not define — I

hope — most of my work in the C&E field.

Rather, it is offered as just one perspective for possible inclusion
in the larger mix of information about human nature that —
from a behavioral ethics (or other) perspective — can help guide
us in developing and implementing effective C&E programs.

For more on the possible limits to behavioral ethics and com-

pliance, see this post.
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Other Aspects of Risk Assessment

Ethics, behavioral science and moral hazard - discussed in the
two immediately preceding sections of this e-Book - can be
seen as representing new frontiers in risk assessment, in the
sense that for many organizations they will present new types
of information and analysis to be used in such assessments.
“Nano compliance” - also discussed earlier - will be another
new risk assessment frontier for many companies, and the same
can be said for the approach to using metrics outlined above in
the “Thought Experiment” piece.

However, there are also more traditional risk assessment fron-
tiers for some (and perhaps many) organizations: the risks
posed by C&E violations in affiliated entities, such as subsid-
iaries and joint ventures. Those frontiers are discussed in this
section.

We also lOOk at the importance to risk assessment of askin
p g
gOOd questions.

Finally, we close this e-book with an appeal for moderation in
assessing and mitigating risks — or what we call “Goldilocks
compliance.’
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Joint Ventures and Compliance Risks: the Under-
Discovered Country

In the lesson-rich history of compliance failures, one of the
most important cases of all time is the prosecution in 2001 of
a 50/50 joint venture (JV) between two pharmaceutical com-
panies for violations of federal fraud and abuse laws (the “TAP
case”).

Evidently neither of the two companies paid much attention
to the compliance and ethics program of the JV. And, although
neither bore legal liability for the JV’s wrongdoing, the cost to
each this inattention — presumably half of the total penalties of
about $875 million — was higher than almost any other prose-
cution’s total cost up until that time.

In 2012 joint ventures seem to be more common than at any
time before. This is due in part to many companies expanding
operations into countries where as a matter of local law (or for
other reasons) they need a local partner, and in part on “asset
light” strategies being pursued by some corporations.

When a company’s ownership of the JV is greater than 50%, it
typically extends its C&E program to the JV’s operations. But
this is far less common in 50/50 situations or those involving
minority ownership. Still, as the TAP case shows, even where
an organization has no potential legal liability for the trans-
gression of a JV in which it has invested, it can still face dire
economic consequences.

Indeed, if costly enough, a corporate compliance failure in a
JV could create the rare situation where individual directors
could be liable for such a failure even though their company is
not — since Caremark claims are predicated on economic harm
to shareholders, not legal liability per se.

For these (and other) reasons, many companies should take a
more hands-on approach to the C&E programs of their JVs,
particularly those operating in emerging markets. Among the
measures that should be considered here are:
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Most obviously, screening the contemplated JV partner. This
generally involves due diligence regarding both the organiza-
tion and key individuals in it, including their respective histo-
ries and (where anti-corruption concerns are significant) rela-
tionships with the government.

e Structuring the JV agreement to promote compliance.
There are a number of steps that can be taken here — con-
cerning such areas as staffing, board operation, delegation
of authority, requirements of super majorities for poten-
tially sensitive transactions, audit rights and termination
provisions.

e Once the ]V is operational, working on an ongoing basis
with key company personnel who serve as JV board mem-
bers or seconded employees in senior positions to manage
compliance. This could entail a) providing a turnkey com-
pliance program framework (e.g., charter) to the board
members/seconded employees and assisting them in tailor-
ing it to the JV’s needs; b) having the JV board members/
seconded employees, together with the company’s C&E of-
ficer, conduct or commission periodic risk assessments and
develop risk mitigations plans — which can form the basis
for ongoing monitoring of the JV’s compliance efforts; and
¢) periodically training the board members/seconded em-
ployees on key C&E issues.

Finally, I should stress that this column is not offered as a com-
prehensive discussion of JV compliance issues. (Among other
things, there are many substantive compliance risk areas — such
as IP protection, compliance with local laws and various sup-
ply chain issues — that may require particular focus in the JV
context.) But hopefully it can help organizations coming to the
challenging area of joint venture compliance for the first time
know where to begin.
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More on Joint Venture Compliance

A CCI column eatlier this year briefly examined ways in which
companies can analyze and mitigate C&E risks in joint ven-
tures (meaning JVs that they do not control). Because there
seems to be a lot of interest in the subject (but relatively little
published about it) here are three additional thoughts, which

should be read in conjunction with the earlier column.
First, assess risks on four levels. They are:

* Inherent/gross risks for the JV — based mostly on industry
and geographic factors.

e Mitigated/net risks in the JV — taking into account its
C&E measures and other control-related factors, e.g.,
trustworthy management.

*  Gross risk to the investor in the JV — based largely on the
amount of investment it has in the JV, but also on a) possi-
ble reputational effects; and b) if the JV has a strategic role
for the investor, other business effects, such as disruptions
to its supply or distribution chains.

e Net risks to the owner, based, in effect, the sum of all of the
above, plus the mitigation measures the owner itself takes.

This is more complex than the typical risk assessment frame-
work, but hopefully captures the full range of considerations
a company should be mindful of in dealing with C&E risk of
JVs.

Second, consider how far “down” to go. Here is a somewhat
long-winded way of making the point (and is mostly an excuse
for telling a great story)

As recounted in Steven Hawking’s A Brief History of Time: “A
well-known scientist (some say it was Bertrand Russell) once
gave a public lecture on astronomy. He described how the earth
orbits around the sun and how the sun, in turn, orbits around
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the center of a vast collection of stars called our galaxy. At the
end of the lecture, a little old lady at the back of the room got
up and said: “What you have told us is rubbish. The world is
really a flat plate supported on the back of a giant tortoise.” The
scientist gave a superior smile before replying, “What is the tor-
toise standing on?” “You're very clever, young man, very clever,
said the old lady. ‘But it’s turtles all the way down!””

The point of this story for those developing JV compliance ap-
proaches is that — at least for some risks, such as corruption
related ones — effective C&E may mean requiring the JV to
have its own due diligence measures for using third parties. Of
course, it will be rare that one needs to truly go “all the way
down” in this respect, but at least one extra level is advisable in
some circumstances.

Third, pay particular attention to incentives in crafting JV
C&E responsibilities. As noted in the first article, there are lots
of measures that the management of the investing company
can undertake to promote C&E in a JV. Responsibilities for
such measures are typically given to the C&E officer; members
of the law, finance, and audit functions; and/or business per-
sonnel.

Based on my experience, however, some companies do not do
enough to ensure that those with such responsibilities have suf-
ficient motivation to do whats expected of them. Put other-
wise, given their many other duties, there is a danger that those
with designated with C&E duties regarding JVs could view
such responsibilities as “extra-curricular activities,” which take
a back seat to their “day jobs.”

I have two suggestions for addressing this. First, companies
should consider including JV compliance as part of how em-
ployees with defined duties in this area are evaluated/compen-
sated. Second, JV C&E measures should — at least in com-
panies with a high-risk profiles in this regard — be subject to
regular audits, as this can also be pretty motivating.
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Asking a Good Question

The late Nobel Laureate in physics Isidor 1. Rabi once said:
"My mother made me a scientist without ever intending it.
Every other Jewish mother in Brooklyn would ask her child
after school: ‘So? Did you learn anything today?” But not my
mother. She always asked me a different question. ‘Izzy,’ she
would say, ‘did you ask a good question today?” That difference
— asking good questions — made me become a scientist!”

Asking good questions can also help companies promote com-
pliance and ethics.

In 7he Road to Character, David Brooks notes that he once met
an employer who asked every job applicant: “’Describe a time
when you told the truth and it hurt you.”” This is, to my mind,
a good C&E-related question, as it can help identify those who
practice, as well as preach, ethical behavior. It also reminds
those asking the questions about the importance of C&E to

the organization. A frequently used variation on this question
. « . . b

is: “Describe an ethical challenge you've faced and how you
dealt with it?”

Of course, employment interviews are not the only setting in
which it is important to ask good C&E-related questions. An-
other is employee engagement surveys, in which one common-
ly sees questions about relative comfort in reporting violations
and perceptions of the ethicality of the organization’s manage-
ment.

These are good topics for questions, and I think every company
that fields an employee engagement survey should use them.
But my favorite question of this sort comes from a survey
conducted by the Economist, which measured respondents’
perception of the need for ethical flexibility to advance one’s
career within an organization. What I particularly like about
this question is the focus on flexibility — which may be easier
for respondents to admit to than asking outright about their
engaging in ethical transgressions.
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Yet another setting for asking C&E questions is the compli-
ance audit. While most of what is done in C&E audits revolves
around document reviews, interviewing employees can be part
of the picture as well. Among the topics that should be con-
sidered for such questioning: Does the interviewee think that
the company’s training is effective? In addition to producing
useful information about training itself, posing this question
may make it easier for employees to identify concerns about
risks and actual violations. L.e., like the question above about
ethical “flexibility,” questions about C&E training may offer a
“soft” way of approaching a “hard” topic.

Moreover, questions about training can be asked not only in
audits but as part of (and typically at the end of) the training
itself. One possibility here is to ask whether after the training
the employee now feels that she understands how the compa-
ny’s compliance program applies to her job — again, a variation
on the “soft” question approach.

Finding the right question can also be important in develop-
ing a C&E-component to a company’s exit interview template.
Options include general culture questions, such as how do you
rate our company as a values and ethics driven employer — with
an opportunity to say why; specific questions about key aspects
of the program, such as whether the departing employee un-
derstood all the options for reporting concerns; and, of course,
asking whether the employee was aware of any unreported con-
cerns.

I should stress that this post is not intended to cover the whole
world of asking C&E-related questions. Among the areas not
addressed: the importance of Q&A in codes of conduct and
approaches to asking questions in risk assessments.

Finally, to an extraordinary degree, boards of directors can
have the power to impact a C&E program simply by asking
the right questions. Here (on page 2 of the PDF) is an article
which offers not actual questions but topics that boards can

turn into questions in overseeing their respective companies’

C&E programs.
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In Search of “Goldilocks Compliance”

“It’s not complicated — more is better,” concludes a wonderful
AT&T commercial. But for many C&E officers, it’s not that
simple.

In the wake of Enron/S-Ox/the Sentencing Guidelines revi-
sions a great many companies seemingly had bottomless appe-
tites for implementing compliance measures. That’s no longer
the case. With the exception of those employed by companies
that are under investigation, playing catch-up with FCPA com-
pliance expectations or in highly regulated industries, C&E of-
ficers seem increasingly under pressure to be not only effective
but also highly efficient in their work, and to steer clear of
“compliance overkill.”

Note that this focus on efficiency should not be misinterpreted
to mean that the need for effective C&E programs is any less
powerful now than it was during the formative age of compli-
ance. Indeed, the costs of non-compliance have, I believe, gone
up since then — as reflected in (among other things) the fact
that of the ten all-time highest corporate criminal fines in the
U.S. five were imposed in 2012 alone. But perhaps precisely
because harsh penalties have become the new normal, C&E
programs in many companies seem to command a smaller por-
tion of senior management mindshare than they did just a few
years ago — and hence the growing imperative to avoid what are
seen as unnecessary efforts in this area and to achieve “Goldi-
locks compliance.”

There are various settings in which C&E officers should be at-
tentive to the possibility of going overboard, including but by
no means limited to the following.

* Training. While many companies do too little in this re-
gard, some actually do too much — subjecting employees to
training that is unwarranted from a risk perspective. (E.g.,
there are not many businesses where every single employ-
ee truly needs antitrust training.) Painting with an overly
broad brush here can waste not only considerable amounts
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time and money; it can also reflect poorly on the C&E
program as a whole.

* Background checking of third parties. As with training,
on the whole more companies need to do more — rather
than less — with this essential compliance tool, but some
have instituted background checking regimes that seem
unmoored from any meaningful risk calculus. And — as
with training — overkill here can trigger negative feelings
toward C&E generally in a company.

* Technology. This is a particularly tricky area about which
to speak generally, given the diversity of technology-related
products and services now being developed in the C&E
space, both by vendors and in-house resources. Similar
to the case with training and background checks, on the
whole, I think that there needs to be more done here, not
less. But the devil is really in the details with this emerging
part of the C&E world, and companies need to remember
that cool does not necessarily mean necessary.

Note that C&E overkill is not only about doing too much — it
can also be about saying too much. For instance, C&E ofhicers
need to be careful in discussing the relevance of C&E provi-
sions in settlement agreements to their own companies. To use
a medical analogy, what’s essential for a patient who has had a
heart attack is not necessarily indicated for those who merely
have somewhat elevated cholesterol levels.

So how do you know when you're going from enough to too
much? In some instances it is like the famous saying about ob-
scenity, you know it when you see it. But that wont do in all
cases, and for many reasons the better approach is to base de-
terminations of this sort on your risk assessment.

Indeed, by identifying in a risk assessment anything that’s not
needed, a program can gain greater credibility among key deci-
sion makers in a company. This, in turn, can help the program
focus on what is essential — and implement C&E measures that
are “just right.”
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