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By Karen Kroll

You roll out an online training program focused on 
anti-money laundering regulations. The information 
collected by the program indicates that everyone 

who needs to took the course and passed the brief exam at 
the end.

So, does that mean the training was effective? As online 
compliance training has become more popular, a growing 
number of compliance chiefs are asking this very question.

According to NAVEX Global’s 2014 Ethics and Compli-
ance Training Benchmark Report, 71 percent of compliance 
training programs use online tools. They’re used more fre-
quently than any other methods, including live training and 
print resources.

Given the popularity of online training, compliance and 
other executives need to know these tools are effective—that 
the employees who participate gain a solid understanding 
of the relevant regulations and then apply their knowledge. 
After all, training of all types can account for a significant 
portion of a compliance budget, and the courses often take 
non-compliance employees away from their official respon-
sibilities. “Executives are asking if the training is valuable,” 
says Ingrid Fredeen, vice president of advisory services with 
NAVEX Global.  

More is at stake than just the dollars, although the costs 
can add up. An effective compliance training program can 
earn companies favorable treatment in the event of a compli-
ance lapse. The Federal Sentencing Guidelines state: “The 
organization shall take reasonable steps (a) to ensure that the 
organization’s compliance and ethics program is followed, 
including monitoring and auditing to detect criminal con-
duct; (b) to evaluate periodically the effectiveness of the or-
ganization’s compliance and ethics program.”

Just as organizations monitor business operations and 
make adjustments to boost performance, they need to moni-
tor and adjust their compliance training programs, says Joan 
Meyer, chair of the North American compliance and inves-
tigations practice at Baker McKenzie. The goal here, how-
ever, is to reduce risk.

Tough Numbers

More companies are going beyond the old method of 
putting out compliance training programs and just 

hoping they work. When asked about training trends they’re 
currently applying or will apply, “measuring training effec-
tiveness” came in second, just below “adding more course 
titles.” Fredeen says she’s noticed this shift in her conversa-
tions with companies. “Over the last twelve to 18 months, 
I’m hearing more clients talk about effectiveness.”

At the same time, accurately determining effectiveness 
is tough. Indeed, 96 percent of participants in the report 
ranked it as a moderate or significant challenge – putting it 
ahead even of budgetary challenges. “It’s a hard, practical 
problem,” says David Guralnick, president of the Interna-
tional eLearning Association.

Ideally, compliance professionals would be able to meas-
ure how well employees understand the material and how 
their behavior changes as a result of the training. But in 

contrast to, say, answers on multiple choice quizzes, behav-
ior changes can’t be easily quantified. Moreover, it’s always 
risky trying to connect a change in behavior to a specific 
course or class, since numerous factors influence how indi-
viduals act.

As a result, few organizations appear to have mastered 
this. “I’ve not talked to one person who has it totally figured 
out,” Fredeen says.

Many organizations start with statistics that are relative-
ly easy to assemble, such as the percentage of employees who 
completed a training course. In fact, nearly three-quarters of 
survey respondents measure this. Another attribute, course 

quality—that is, whether the material is relevant and pre-
sented in an engaging way—is another area in which compli-
ance professionals are interested.

Again, this information can be important. Rebecca Herold, 
an information privacy, security and compliance consultant 
and co-owner of HIPAA Compliance Tools, says she’s come 
across purported courses that were nothing more than hun-
dreds of PowerPoint slides, each containing text excerpted di-
rectly out of some regulations, such as HIPAA. “It’s not even 
training. It’s just dumping information that’s boring to most.” 
Not surprisingly, few employees actually ever read it, she says.

Organizations need to look more deeply than the infor-
mation presented by these measures to evaluate participants’ 
true understanding and application of the material, Herold 
says.

Getting Started

While more companies are interested in gauging the ef-
fects of training. The discipline isn’t entirely new. For 

decades some companies have employed what is known as 
the “Kirkpatrick Model.” In 1954, Donald Kirkpatrick de-
veloped the model for his Ph.D. dissertation, “Evaluating 
Human Relations Programs for Industrial Foremen and Su-
pervisors.”

Kirkpatrick’s model is based on four principles. As an 
organization progresses through the four levels, it gains in-
creasingly valuable insight. 

Level 1—Reaction: To what degree do participants react 
favorably to the training?

Level 2—Learning: To what degree do participants ac-
quire the intended knowledge, skills, attitudes, confidence, 
and commitment based on their participation in a training 

Gauging the Effectiveness of Online Training

“Just as organizations monitor business 
operations and make adjustments to boost 
performance, they need to monitor and 
adjust their compliance training programs.”

Joan Meyer, Chair NA Compliance & Investigations 
Practice, Baker McKenzie



5

event?

Level 3—Behavior: To what degree do participants apply 
what they learned during training when they are back on the 
job?

Level 4—Results: To what degree do targeted outcomes 
occur as a result of the training event and subsequent rein-
forcement?

Here’s how these principles could come into play with 
online compliance training:

Reaction: Assessing this could start with a survey that 
asks employees how they felt about the course. Did they like 
it? Did they find it engaging?

To be sure, any number of variables can influence the re-
sponses to such questions. An employee who is unhappy in 
his or her job may not like the training, no matter how good 
it is. Still, this information can be useful; participants who 
can’t wait until the course is over are unlikely to learn much.

An important part of this step is establishing up front a 
number that indicates some level of success, Fredeen says. 
For example, if 75 percent of participants say they found the 
training worthwhile, is that a good number? The idea is to 
set a baseline and then improve, she adds.

Learning: A combination of quizzes, interviews, or 
follow-up surveys at several intervals—for example, im-
mediately after the training and then again a few months 

later—can help to evaluate a participants’ understanding and 
retention of the material, as well as highlighting areas that 
require additional explanation. “If 80 percent miss the same 
question, you need to provide more training on that topic,” 
Herold says. 

Again, it’s important to define success ahead of time. What 
do participants need to learn for training to be deemed effec-
tive?

Fredeen also warns that capturing this data comes with 
responsibility, particularly if participants’ names are includ-
ed with the results. If it becomes clear that an employee is 
likely to violate a rule because he or she doesn’t understand 
it, the organization needs to take action. “Be careful what 
you collect, because you own it once you have it.”

Behavior: While the goal of effective compliance train-
ing is to change behavior, determining if it actually did is 
a soft science. Still, compliance professionals can take steps 
that will offer clues. To start, they can ask managers if they 
notice appropriate changes in behavior, Fredeen says. Are 
more employees speaking up when they notice something 
that looks suspicious? Are their determinations of suspi-
cious activities generally accurate? Compliance officers also 
can look at hotlines and case management data to see if levels 
of misconduct are declining.

Observation can also be a powerful tool. Three to nine 

In the following graph from NAVEX Global, companies were asked what form of training they most frequently use.

Source: NAVEX Global.
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By Karen Kroll

A subpar compliance training program could uncoil 
several risks on a company: damaged corporate 
reputation, expensive investigations and protracted 

legal actions, not to mention the ire of regulatory agencies.
Those risks raise the bar on the due diligence compa-

nies must perform on any organization they consider to 
provide outsourced online training to employees. “Com-
pliance training is a high-stakes process for all organiza-
tions,” says M.J. Hall, content manager at the Association 
for Talent Development Forum. “While almost all training 
is evaluated for content, approach, and delivery and mea-
sured for impact, compliance training is under even more 
scrutiny.”

A first step is identifying the primary risks that, if real-
ized, could harm the company, and the education needed 
to mitigate these exposures, says Hall. Armed with this in-
formation, the compliance department can set out a “buy 
or build” analysis.

When it comes to compliance training, many compa-
nies mix the two. Third-party online training can provide 
a great solution for topics that are common to many orga-
nizations, such as bribery and conflicts of interest. Most 
providers have courses on these topics that already have 
been broadly deployed, and then modified and enhanced 
based on feedback from previous users. Other topics that 
are unique to the company may require a custom solution. 

Third-party online solutions also can make sense when 
the training needs to be delivered to employees around the 
globe, Hall says. It’s often more efficient to use a tested 
off-the-shelf solution that has already been translated into 
several languages than to develop and deliver a custom pro-
gram.

At the same time, in-house solutions have a legitimate 
role to play, say compliance training experts. They’re es-
pecially valuable when a course needs to cover a procedure 
that’s unique to the organization, or when the information 
to be conveyed is complicated and detailed, or applies just 
to a small sub-set of employees. Training, for example, to 
communicate specific policies or security procedures that 
have been tailored to the unique needs of the company 
could be ripe for in-house development.

Of course, before developing online training solutions, 
organizations need to hire the subject matter experts and 
instructional designers and purchase the technology tools 
required to both develop and update the material in a time-
ly manner. The commitment required to create the content 
and to keep it relevant are the biggest disadvantages of in-
ternal development, says Ingrid Fredeen, vice president of 
advisory services at NAVEX Global. “You need to manage 
the content, make updates, and ensure it properly reflects 
the organization.”

Checking Under the Hood

Once an organization has made the decision to work 
with a third party’s online training solutions, some 

due diligence is in order. Fortunately, it’s possible to get a 
handle on providers’ qualifications even before approaching 

them, Hall notes. Compliance professionals can ask for rec-
ommendations via online forums and social media sites, or 
they can seek opinions from other members of their profes-
sional associations.

As an organization narrows its search to several vendors, 
the due diligence should become more specific. Among the 
questions to ask: Who are the vendor’s current clients? 
What sort of results are they achieving with the product? 
And what metrics is the vendor using to measure perfor-
mance? Consider it a red flag if a vendor won’t provide any 
of this information, say training advisers.

Of course, the qualifications of the vendor’s staff are 
critical. Most compliance training materials require a re-
view by legal professionals who can intelligently judge their 
accuracy. For instance, those who assess the accuracy of a 
course on Brazil’s Clean Companies Act should be experts 
on the law, as well as on its background and application.

The provider should stand behind its material, Fredeen 
says. If the organization deploying the courses becomes 
involved in a legal action in which the credibility of its 
training becomes an issue, the provider should be ready to 
confirm that the course content is accurate and has been 
appropriately reviewed. 

Evaluating Online Training Providers

Working With Other Departments

Below Karen Kroll examines the issue of whether it makes sense 
for compliance to combine its online training with the training ef-
forts underway in other departments. Some say it depends.

Combining forces can stretch the organization’s investment and 
lead to consistent content across the regions, says MJ Hall, Ph.D, 
content manager for the ATD Forum with the Association for Tal-
ent Development.

For some organizations, however, the needs of each department 
are too different to make a joint effort effective. Compliance train-
ing often is more complex and must meet requirements that don’t 
come into play with courses that, say, instruct employees on a 
new accounts receivable system.

Some companies require employees to rate the training courses 
they take so that they can roll out the courses employees ranked 
as most useful to the rest of the company. However, if their com-
pliance training often is mandatory, while the other courses aren’t 
– which often is the case – it doesn’t make sense (and can send a 
confusing message) to have employees rate the courses they are 
required to take. 

—Karen Kroll

RELATED STORY

Continued on Page 15  
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By Karen Kroll 

Online learning is a booming part of compliance 
training these days—and a seldom-discussed IT 
weakness in such systems is growing along with 

it.
First, the good news: e-learning for compliance is 

humming right along. Statistics specifically on the adop-
tion rate of online learning for compliance are hard to 
come by, but anecdotal evidence is strong. Companies are 
moving compliance and ethics training online and getting 
more creative with their offerings.

Now the bad news: while e-learning courses have 
compelling benefits, they also can carry the same secu-
rity risks as other information systems. That means com-
pliance officers need to remain vigilant in ensuring that 
employees actually are studying and learning the material 
they appear to be learning.

“You can’t just roll out an e-learning system and relax. 
You have to be diligent with security,” says David Law-
rence, chief collaborative officer with RANE, the Risk 
Assistance Network and Exchange, an information ser-
vices and technology company. 

One reasonable assumption is that the growth in e-
learning for compliance is following roughly the same 
trajectory as e-learning courses overall—and that market 
has been on a tear. According to one analysis by Docebo, 
an online learning company, the worldwide market for 
self-paced e-learning was $35 billion in 2011 and should 
top $51 billion by 2016, a jump of nearly 50 percent in five 
years.

The growth reflects e-learning’s benefits. “It’s an ef-
ficient, scalable way to convey information,” Lawrence 
says. For organizations that need to communicate with 
thousands of employees around the globe, such scalability 
often makes e-learning the only practical approach.

In addition, the reporting and analysis provided by 
many e-learning systems can give compliance officers a 
good idea of how well employees grasp the information 
they’re supposed to be learning. 

For instance, a report might indicate that a large num-
ber of employees continually answer a particular question 
wrong, or that employees in one region have more dif-
ficulty with some lessons than employees do elsewhere. 
In either case, instructors can follow up with additional, 
targeted material. 

The Hacking Risk

At the same time, e-learning—just like any other infor-
mation system—can be compromised. One troubling 

example: a sufficiently savvy employee could hack the 
system to make it appear that he has studied the material 
and passed all the tests, when in truth he did not.

How would he pull that off? Most companies adminis-
ter e-learning courses via a platform known as the learn-
ing management system (LMS) and the Sharable Content 
Object Reference Model (SCORM) protocol; those two 
systems govern the management and communication of 
online courses, and also report training results. The soft-

ware used to communicate between the course and the 
LMS can be compromised, so the LMS records an indi-
vidual as having completed a course even if he hasn’t.

“The weakness is the link between the course and the 
tracking system,” says Jan Sramek, chief executive officer 
of Better, an e-learning software vendor. Unfortunately, 
Sramek says, an LMS can’t currently detect and protect 
against this hack.

The problem traces back to the origins of e-learning 
technology in the late 1990s. At the time, Sramek says, se-
curity wasn’t as important a consideration as it is today. 
E-learning was used less often, and in many cases the ma-
terial wasn’t critical.

Online Learning Vulnerable to Being Hacked

Below, Docebo anticipates trends in the global e-learning market.

There seems to be universal agreement that the worldwide E-
Learning market will show fast and significant growth over the 
next three years.

The worldwide market for self-paced e-learning reached $35.6 bil-
lion in 2011. The five-year compound annual growth rate is esti-
mated at around 7.6 percent so revenues should reach some $51.5 
billion by 2016.

A definition of self-paced learning is education in which learners 
study at their own pace, without a fixed starting date or regularly 
scheduled assignment completion dates in common with other stu-
dents enrolled in the same program. However, there may be a fixed 
overall completion timeframe.

While the aggregate growth rate is 7.6 percent, several world re-
gions appear to have significantly higher growth rates.

According to recent regional studies, below are the highest growth 
rates worldwide:

Source: Docebo.
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Ethics and compliance training rep-
resents a major ethics and com-
pliance program spend; often it 

is the largest spend for the compliance 
function. With more ambitious training 
objectives, increased pressure placed on 
using training to drive behavioral change 
and build legal defenses, and a rapidly 
evolving industry landscape, compliance 
professionals are tasked with a daunt-
ing challenge—be good stewards of the 
compliance budget and acquire training 
that will help them achieve critical pro-
gram goals. 

But decisions (whether you are con-
sidering buying or building your own 
training) can be clouded and distorted 
by a wide array of compliance training 
myths. These myths can drive buying 
and deployment behaviors that aren’t 
best for your program or your employ-
ees. NAVEX Global’s recent Training 
Benchmark Report (which surveyed 

more than 750 compliance professionals 
across 39 industries worldwide) helped 
debunk some of these myths. (The 
full report is available for download at  
www.navexglobal.com/TBR2014.)

For those of you planning out your 
training initiatives for next year, consid-
er these findings as you make decisions 
about what training you should deploy 
and what methods you should select. 

Myth #1

Legal defensibility is  
compliance professionals’  
top training objective. 
For years, ethics and compliance training 
focused on building legal defenses; train-
ing was the safety net that you relied on 
in the event your organization was sued 
or subjected to an agency enforcement 
action. If training changed behaviors or 

prevented future misconduct, that was 
an excellent “extra” benefit. 

But over the years the tide has been 
shifting. And as our survey revealed, the 
most commonly pursued training objec-
tive is now “creating a culture of ethics 
and respect.” (See Chart 1, “Top Ethics 
and Compliance Training Objectives”)

This is an important program evolu-
tion that signals a broader awareness of 
the need to help employees understand 
what it means to act ethically and with 
integrity—and a realization that desired 
compliance behaviors often flow from a 
culture of ethics and integrity.

However, it also points to a major 
challenge for ethics and compliance pro-
fessionals. “Check-the-box,” bland, un-
engaging training will not help organiza-
tions achieve the culture and behavior 
change goals they are clearly chasing. In 
fact, outmoded training can backfire by 
increasing employee cynicism. 

To make progress toward the goal of 
creating a culture of ethics and respect, 
organizations must seek out high-quality, 
engaging training that really helps em-
ployees understand how they contribute 
to this type of culture, and the training 
must be combined with other elements 
of a holistic and robust compliance pro-
gram designed to pursue these important 
goals.

Myth #2

Live training is the preferred 
delivery method.
Live training plays an important role in an 
effective compliance program, but orga-
nizations have come to realize that it is 

By Mary Bennett & Ingrid Fredeen, Vice Presidents, NAVEX Global’s Advisory Services Team

By Francis Quinn, Elizabeth Ewing, and Mike Sellberg

Eight Ethics & Compliance Training Myths 

DEBUNKED

Chart 1
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not feasible to pursue a program that is 
heavily dependent on live training as the 
main education format. Due to cost, time 
pressure, and resource constraints, on-
line learning has become the most widely 
used training format. More than 70 per-
cent of organizations use online training. 
Live training comes in as a close second 
(68 percent), and in third place is e-mail 
(57 percent). 

But just like any other learning format, 
organizations must use online training 
wisely to avoid inevitable training fatigue. 
If you are deploying online training that 
is dated, boring, and low-quality, you are 
not using this format in the most effec-
tive manner. This format offers many ad-
vantages over live training, including its 
scalability and consistency in quality and 
messaging.

Overall, training the right audience 
with the right training—for example, pro-
viding critical all-employee training using 
online learning while reserving live train-
ing for your highest-risk groups—will help 
control budgets and protect seat time. 

Myth # 3

Training is only done  
online or live.
With seat time and budget pressures 
continuing to plague compliance pro-
grams, compliance professionals are 
getting creative about how they get 
the word out about key risk areas and 
obligations. Organizations are not just 
limiting their programs to live or online 
training. 

Rather, organizations are now using 
on average six different formats to help 
educate employees. In addition to live 
training and eLearning, organizations are 
using e-mail, policy distribution and cer-
tification systems, print resources, and 
intranets most frequently to get their 
message out.

Getting creative about the tools you 
use, and adding low cost options to your 
program can help ensure that you have 
the budget to purchase or build the train-
ing that will be the most effective. 

Myth #4

Middle managers receive  
adequate ethics and  
compliance training.

Seventy-five percent of respondents in 
our survey felt like their training pro-
grams provide employees and managers 
with the right information to protect 
their organization. Unfortunately, the be-
lief that rolling out training equates with 
a good program and that it will drive de-
sired compliance behaviors is a danger-
ous training myth that has led organiza-
tions to under-train this critical group of 
employees. 

The reality is that a large percentage 
of programs have major flaws that must 
be addressed immediately. Survey re-
spondents reported that they are “signifi-
cantly” or “moderately” concerned that 
their managers are:

»» Not receiving adequate training  
so they understand how to avoid  
missteps (95 percent)

»» Mishandling or downplaying com-
plaints or reports from employees 
(87 percent)

»» Exhibiting attitudes or conduct not 
reflective of their organization’s com-
mitment to ethics and compliance (88 
percent) 

(See Chart 2, “Top Ethics and Compli-
ance Conduct Risks for Supervisors”) 

Poorly and inadequately trained em-
ployees will undermine an organization’s 
attempts to achieve the top two goals of 
a training program: creating a culture of 
ethics and respect and complying with 
laws and regulations.

In today’s highly complex and heavily 
regulated business environment, arming 
managers with the skills they need to 
navigate the ethics and compliance chal-
lenges they will inevitably face should be 
a high priority—if not the first priority. 
Because middle managers set the all-im-
portant “tone in the middle,” it’s crucial 
that organizations quickly identify train-
ing gaps and focus on addressing them in 
upcoming training cycles. 

Myth #5

All online training formats 
are equally effective. 
For years many organizations have be-
lieved that online learning is effective 

Chart 2
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regardless of format. As a result, many 
organizations have deployed hours of out-
dated, poorly developed, overly legalistic, 
and bland compliance training that inevi-
tably draws a deep groan from learners. 

But the reality is that quality does 
matter. Nearly all (92 percent) of the 
survey respondents agree that quality of 
an online training course is critical to en-
suring that training is effective. For peak 
effectiveness, respondents lean primar-
ily on high-quality video-based training. 
They believe that video-based training 
(as opposed to cartoon graphics or slides 
with audio) is the best form of instruc-
tional media for establishing a training 
program’s credibility, engaging employ-
ees, teaching behavioral principles, and 
helping trainees retain information.

In other words, to maximize training 
effectiveness, and truly impact behavior 
and culture, quality matters. If cost sen-
sitivity keeps you from using the highest 
quality training for all risk areas, take 
a focused approach. Invest in the top-
ics that are most broadly deployed and 
which represent the highest risk areas for 
your organization. Ensure that the train-
ing format you use for these topics is the 
best and most effective that it can be. 

Myth #6

If I can buy a larger training 
library with my budget, that’s 
a good thing for my training 
program.

When it comes to effectiveness, it’s not 
the size of the library that matters, it’s 
the quality and effectiveness of the train-
ing in the library. But for years, organiza-
tions have mistakenly assumed that sheer 
volume equals a great deal and should 
drive the purchasing decision.

The reality is that low-cost, high-vol-
ume libraries often have content that is 
poorly created, not very engaging, often 
outdated, overly legalistic and, ultimately, 
ineffective. This is not the kind of course 
content that inspires behavior change. 

The reality is that most organizations 
(outside of those in highly regulated in-
dustries) will deploy only one to five eth-
ics and compliance courses a year. That’s 
because seat time is limited and employ-
ees can only consume so much training 
in a year. This very important fact un-
derscores the need to choose quality 
training over quantity, buying programs 
that are effective, rather than purchasing 
large libraries that remain largely unused.

To truly understand what courses are 
crucial to train on, conduct a risk assess-
ment, survey employees about the risks 
they are actually exposed to, and create 
a curriculum map—the risk assessment 
and survey will help you properly priori-
tize your risks, and the curriculum map 
will help you align your training with key 
risks and the right audience. A great cur-
riculum map will help you plan out your 
training, ensure you use a variety of train-
ing methods, and ensure a proper rota-
tion of training content to all learners 
over a multi-year period. 

Myth #7

Short-format training is  
used only for awareness.

No doubt, burst or short-form training is a 
trend that is here to stay. Burst has quickly 
become a staple in a large percentage of 
ethics and compliance training programs. 
But many organizations have assumed that 
burst is really only good for awareness. 

In fact, burst learning has emerged as a 
much more flexible and powerful training 
tool. According to the survey, 44 percent of 
all respondents plan to use burst learning in 
the next two to three years—and they plan 
to use it for more than just awareness:

»» 49 percent believe it can be an effec-
tive substitute for full-length training 
in some lower-risk areas; 

»» 68 percent believe it is a good way to 
add variety to instructional methods;

»» 63 percent believe burst training helps 
them cover trending topics.

(See Chart 3, “Effectiveness of Short-
Form or ‘Burst Learning’ Training”) 

Chart 3
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Covering more risk areas with limited 
training hours and budgets is a signifi-
cant priority for survey respondents, and 
short-form training can be an effective 
way to accomplish this.

Myth #8

Organizations are truly  
measuring training  
effectiveness.
With training constituting such a major 
percentage of the compliance program 
spend, it’s important to be comfortable 
and confident that your program is effec-
tive. The majority of survey respondents 
(72 percent) believe that they are mea-
suring training effectiveness properly by 
analyzing completion rates. (See Chart 4, 
“Approaches Used to Measure Training 
Effectiveness”)

While this approach is common, com-
pletion rates measure only deployment, 
not effectiveness. Leaning on completion 

rates to determine program effectiveness 
can therefore leave organizations with a 
false sense of program success. 

Truly measuring program effective-
ness requires more than looking at 
completion rates. It requires identifying 
program goals—such as driving measur-
able changes in behaviors, results, or 
ROI—and measuring effectiveness in 
meeting those goals through the use of 
tools such as pre-and post-training anal-
ysis, surveys, focus groups, and helpline 
and litigation data and trends. Generally, 
it’s best to use several methods to en-
sure that you have the best picture of 
effectiveness.

Conclusion 

Every compliance professional respon-
sible for implementing ethics and com-
pliance training wants to ensure that the 
training they are investing in and deploy-
ing is making a difference for their orga-
nization. Testing common assumptions 

and myths and truly measuring your pro-
gram’s effectiveness is important if you 
want to make better decisions and im-
prove your training program.

Using benchmarking data that can help 
validate program decisions and dispel 
common myths will help improve your de-
cision making and ultimately help create a 
more effective training program—which 
in turn will help your organization reach 
important goals such as building a more 
ethical corporate culture, and protecting 
your people, reputation, and bottom line.

Download NAVEX Global’s 2014 
Training Benchmarking Report at  
www.navexglobal.com/TBR2014 or con-
tact us at insight@navexglobal.com to 
learn more about our training and advi-
sory services solutions. ■
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By Jaclyn Jaeger

Companies are becoming more insistent that third 
parties they do business with provide their employ-
ees with anti-corruption training, and they want 

more say in exactly how that training is conducted.
The move is part of a shift where companies are increas-

ingly turning the guidelines they have traditionally provided 
to third parties on anti-corruption and anti-bribery compli-
ance into guardrails that are a condition of doing business. 

Microsoft, for example, announced late last year that as 
of January 2014 all of its business partners worldwide must 
certify that they’re in compliance with Microsoft’s Anti-
Corruption Policy for Representatives and must further 
provide anti-corruption training to all their employees who 
resell, distribute, or market Microsoft products or services.

Companies such as BT Group, Cisco, and IBM have also 
made compliance training a requirement for third parties, 
such as resellers and joint-venture partners, if they want to 
do business with the companies. “I expect to see it more and 
more as a best practice,” says Randy Stephens, vice president 
of Advisory Services at NAVEX Global.

Traditionally, anti-corruption and anti-bribery training 
of third parties has been a weakness for many compliance 
departments. According to an anti-bribery and corruption 
benchmarking report conducted by Compliance Week, for 
example, 47 percent of 260 ethics, compliance, and audit ex-
ecutives polled said they conducted no anti-corruption train-
ing with their third parties at all.

The move to demand anti-corrup-
tion training for third parties comes as 
many companies that face investiga-
tions or charges of violating the For-
eign Corrupt Practices Act are finding 
the trouble comes not from actions of 
their own employees, but from actions 
of those at a third party they are affili-
ated with.

The Department of Justice and the 
Securities and Exchange Commis-
sion, for example, are investigating 

Microsoft for potential violations of the FCPA, the Wall 
Street Journal reported. The agencies are reportedly in-
vestigating allegations as to whether Microsoft partners 
paid bribes to government officials in several countries, 
including China, Russia, Pakistan, Romania, and Italy, in 
exchange for contracts.

In response to the allegations, Microsoft’s Vice President 
and Deputy General Counsel John Frank, says, “We take 
all allegations brought to our attention seriously, and we co-
operate fully in any government inquiries. Like other large 
companies with operations around the world, we sometimes 
receive allegations about potential misconduct by employ-
ees or business partners, and we investigate them fully, re-
gardless of the source.”

“In a company of our size, allegations of this nature will 
be made from time to time,” says Frank. “It is also possible 
there will sometimes be individual employees or business 
partners who violate our policies and break the law. In a 
community of 98,000 people and 640,000 partners, it isn’t 

possible to say there will never be wrongdoing.”
“Our responsibility is to take steps to train our employ-

ees, and to build systems to prevent and detect violations, 
and when we receive allegations, to investigate them fully and 
take appropriate action,” Frank adds. “We take that respon-
sibility seriously.”

According to a Microsoft spokesman, “anti-corruption 
training is fairly common among most, if not all, IT vendors 
with their partner communities.” If partners have not provid-

ed training on anti-corruption laws, however, they either must 
agree to do so, or must participate in training that Microsoft 
will make available to them, the company stated. Microsoft’s 
Partner Network Disclosure Guide did not specify what spe-
cific course material will be provided to partners, or what the 
potential costs might be.

BT’s Training Requirement

Aside from Microsoft, other companies across industries 
and across geographies are also now requiring their 

third parties to undergo anti-corruption training, including 
London-based telecommunications giant BT Group.

Similar to Microsoft, BT Group also provides training to 
its third parties on the company’s anti-bribery and anti-cor-
ruption policies and practices if they do not currently have 
training in place. “In some cases, the third parties them-
selves would have good evidence of the training they have in 
place for anti-corruption and bribery,” says Bruno Jackson, 
director of compliance operations at BT Group.

Cisco also has a firm requirement that third parties en-
sure employees get anti-corruption training that meets 
with the networking equipment maker’s standards.  Cisco 
“requires our channel partners, distributors, and sales-sup-
porting consultants to complete anti-corruption training.” 
Cisco provides the training, which is available in multiple 
languages, as an online course.

Then there are other companies that promote third-party 
anti-corruption training as a strong recommendation rather 
than a full-on requirement. Oracle, for example, states on its 
Website that, prior to executing a distribution agreement, the 
company “strongly encourages” its partners to confirm their 
understanding of Oracle’s business ethics practices by taking 
its anti-corruption training and passing a short skill assessment.

Siemens “invites” its third parties to take part in the com-
pany’s training sessions, which are conducted by compliance 
officers. “We are mainly focused on anti-corruption, anti-
trust, data protection, facilitation payments—all kinds of 
conduct that can strongly effect us in terms of reputation and 
financial risks, and in terms of values,” says Claudia Maskin, 

Third-Party Anti-Corruption Training a Must

“The most challenging part is the 
preliminary stage of making the business 
partners aware that they have to fulfill 
their anti-corruption obligations.”

Deborah Luchetta, Compliance Officer, Mercedes 
Benz Argentina

Stephens
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regional compliance officer for engineering giant Siemens.
Many compliance executives say just getting third parties 

to voluntarily commit to a company’s principles of ethics 
and compliance can be a challenge, never mind making it a 
requirement. “The most challenging part is the preliminary 
stage of making the business partners aware that they have 
to fulfil their anti-corruption obligations,” says Deborah 
Luchetta, compliance officer and head of legal for Mercedes 
Benz Argentina, a subsidiary of Daimler.

Maskin agrees that the first step is getting third-party af-
filiates to understand the risks. “Sometimes when a global 
company does business in a high-risk region—such as Ar-
gentina—local business partners aren’t always aware of the 
broader reputational and financials risks posed to a company 
that is found in violation of anti-corruption laws,” she says.

Getting Due Diligence Started

Third-party liability is “only going to bedevil compli-
ance officers even more in the coming years,” says Ste-

phens. As a result, companies that are not yet requiring 
their third parties to take anti-corruption training cannot 
afford to do nothing at all. “Do something,” he advises.

Many compliance executives agree that third-party risk 
mitigation done right starts with the initial screening pro-
cess. For example, Siemens has embedded into its business 
processes a “business partner compliance tool,” an auto-
mated process that ranks business relationships by risk cat-
egory. “We perform a very deep analysis,” says Maskin.

The type of information Siemens analyzes includes for-
mer incidents of litigation, relationships with foreign gov-
ernment officials, whether the potential business partner 
has been charged with corruption in the past, and other red 
flags. Integrated into the compliance tool is a standard set 
of due-diligence questions, based on whether the business 
relationship is categorized as low, medium, or high risk.

BT similarly employs a thorough inspection process be-
fore bringing any business partner on board, says Jackson. 
One way BT achieves that is by subscribing to various third-
party databases that automatically scan potential business 

Below is an excerpt from the FCPA Resource Guide in which the De-
partment of Justice and the Securities and Exchange Commission dis-
cuss the importance of anti-corruption training:

Compliance policies cannot work unless effectively communicated 
throughout a company. Accordingly, the Department of Justice and the 
Securities and Exchange Commission will evaluate whether a company 
has taken steps to ensure that relevant policies and procedures have 
been communicated throughout the organization, including through 
periodic training and certification for all directors, officers, relevant 
employees, and, where appropriate, agents, and business partners.

For example, many larger companies have implemented a mix of web-
based and in-person training conducted at varying intervals. Such training 
typically covers company policies and procedures, instruction on applica-
ble laws, practical advice to address real-life scenarios, and case studies.

Regardless of how a company chooses to conduct its training, how-
ever, the information should be presented in a manner appropriate 
for the targeted audience, including providing training and training 
materials in the local language. For example, companies may want 
to consider providing different types of training to their sales person-
nel and accounting personnel with hypotheticals or sample situations 
that are similar to the situations they might encounter.

In addition to the existence and scope of a company’s training pro-
gram, a company should develop appropriate measures, depending 
on the size and sophistication of the particular company, to provide 
guidance and advice on complying with the company’s ethics and 
compliance program, including when such advice is needed urgently. 
Such measures will help ensure that the compliance program is under-
stood and followed appropriately at all levels of the company.

Sources: Justice Dept.; SEC.

TRAINING AND CONTINUING ADVICE

partners against government watch lists and alerts BT when-
ever it comes across an entity that has been associated with 
corrupt activity in the past, he says.

The depth of the due diligence questions posed to a third 
party “depend on the risk profile of each business partner,” 
says Jackson. Those categorized as high risk—such as the 350 
agents BT engages with—go through an “enhanced due dili-
gence” process, which involves a “deep dive to find out every-
thing we can about those particular individuals,” he says. “At 
times, we won’t get into relationships if we’re not comfortable 
about the risks or exposure.”

Many companies still regard third-party risk mitigation 
as an “all-or-nothing approach,” says Stephens. “They think 
they have to do the same level of due diligence around every 
single third party. That’s not the case.”

Hurdles to Adoption

Before companies can begin to adopt mandatory anti-
corruption training of their third parties on a widespread 

scale, Stephens says some wrinkles still need to be ironed out. 
Prior to making such training mandatory, companies should 
consider the following questions:

»» Who will be conducting the training?
»» How would training be tailored to local jurisdictions, 

where anti-corruption laws and regulations may differ?
»» Who will pay to provide the training?
»» How will employees in geographically remote areas of 

the world be trained, where they may not have access to 
online learning management tools?

    What will happen to employees who don’t complete the 
training? How will the company ensure that they are being 
consistent in treatment and follow-up?

At a minimum, third-party risk mitigation needs to be 
continuously improved. “It’s something that should be regu-
larly reviewed,” says Stephens. “You don’t want an incident 
of bribery or corruption to be the trigger point for the review 
of your third-party due diligence process.” ■
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Online Learning Vulnerable to Being Hacked
In the years since, the applications delivered over such 

systems became increasingly important. At the same 
time, however, advances in software, and particularly in 
web browsers, were making the systems easier to circum-
vent even for people with little technical expertise. And 
meanwhile, regulators started stepping up their demands 
for robust, effective compliance programs.

“Now you’re in a situation where both sides of the 
equation have changed,” Sramek says. “Cheating has got-
ten easier, while breaches have become more costly for the 
companies that are compromised.”

Lawrence admits he has never heard of employees us-
ing the hack en masse, so whole departments might avoid 
compliance training or exams. That doesn’t mean compli-
ance officers can rest easy, he says. “Caveat emptor.”

Indeed, the vulnerability underlines a serious concern. 
One of the benefits of online training is its ability to gen-
erate an audit trail that shows a particular employee stud-
ied and tested himself on a specific set of material. 

“If the audit trail is compromised, it goes to the cred-
ibility and integrity of the training,” says John Squires, 
a partner at the law firm Perkins Coie. After all, many 
organizations are using these programs to assure both 
themselves and government regulators that they have 
implemented robust, credible compliance programs, and 
that employees have been educated in them.

Getting Around the Risk

The weak point in all this is the link between the course 
and the LMS. Foiling the hack, therefore, requires 

gathering more thorough evidence of a student’s comple-
tion of a course outside the LMS. “You need to modify 
the course so it leaves trustworthy, complete evidence,” 
Sramek says.

That can be done by adding a second software system 
or platform to power the courses. The second platform 
uses the SCORM protocol to work with the LMS, which 
still receives information the way it always has. So the 
company can continue to use its same software infra-

structure, while the new system collects learning logs that 
validate employees’ training activity with a greater degree 
of independence and security.

That being said, a company’s culture also has a role to 
play in reducing the risk that employees try to circumvent 
online training. Ideally, business unit leaders will convey 
the message it’s in employees own best interests to do the 
right thing. The goal is to create an environment where 
employees want to comply with regulations, and want 

their colleagues to do so as well.
In the past, efforts to persuade employees to accept 

compliance initiatives often focused on the need to inocu-
late the company against risks. Recently, more emphasis 
has gone to the positive benefits of a strong compliance 
culture, such as greater visibility into processes and a 
heightened corporate reputation. 

And of course, other training methods can be compro-
mised too. Employees in a classroom can fail to pay at-
tention, while paper-based systems for recording training 
statistics easily can be inaccurate, whether intentional or 
not. 

Given this reality, companies have an obligation to in-
vestors, regulators and clients—as well as their employees 
who are acting ethically—to thwart those who try to un-
dermine others’ efforts to do the right thing. 

“You need checks and balances to make sure the con-
tent is being absorbed and the lessons being learned,” 
Lawrence says. “Trust but verify.” ■

Continued from Page 7

months after she’s conducted training, Herold often con-
ducts walk-through audits of the organization, checking for 
any mis-steps. For instance, is confidential information left 
unsecured on employees’ desks after hours?

Scenario-based assessments—asking course participants, 
“In the situation described here, what would you do?”—can 
provide an idea of how employees might apply what they 
learned, Guralnick says. 

The questions should be tailored to the company’s busi-
ness model. “Discuss real-world risks that occur in the busi-
ness,” Meyer says. Companies with extensive distribution 
channels need to cover the risks in working with third par-

ties, while those engaged in government contracting will 
want to incorporate anti-bribery rules.

Results: Credibly assessing the results of compliance 
training typically requires experts who can appropriately 
control for variables, then identify links between training 
and the outcomes desired, such as a more ethical corporate 
culture. Most organizations will need to use a mix of data, 
as no single statistic will provide all the information needed. 
Given the challenges, few have truly been able to master 
this, Fredeen says.

Even so, trying to capture this insight is worthwhile. 
“If a company takes the time to properly train employees,” 
Meyer says, “it minimizes risk to a great degree. ■

Gauging the Effectiveness of Online Training
Continued from Page 5

“Both sides of the equation have changed. 
Cheating has gotten easier, while 
breaches have become more costly for the 
companies that are involved.”

Jan Sramek, Chief Executive Officer, Better
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Evaluating Online Training Providers
Taking a Test Drive

Along with accuracy, training materials need to be rel-
evant and engaging. Otherwise, employees may lose in-

terest before they gain a solid understanding of the material.
That can present challenges for compliance profession-

als, who often come to e-learning with a law school men-
tality. They’re used to reading case law and picking apart 

details, Fredeen says. Few other employees will need to 
understand the information at that level, she adds.

To ensure that a training course will hold most em-
ployees’ attention and effectively convey information, it 
helps to partner with experts who understand how adults 
learn. They can identify material that is dry, overly sim-
plistic, or not relevant, and thus unlikely to engage course 
participants. 

One way that training can capture attention and boost 
engagement is by applying the concepts to real situations 
through case studies and role-playing scenarios. “Training 
is not effective if it’s just listing the law. You have to bring 
it to life,” Fredeen says. 

When deploying training across large swaths of em-
ployees, it also helps if the provider can offer sessions of 
varying length, Fredeen says. A shorter course can be used 
for employees who need just an overview of the topic, and 
a longer one reserved for those who require more in-depth 
information.

Tools like glossaries and frequently asked questions also 
can help employees quickly understand the material, Hall 
adds. Pre-tests, or quizzes employees take before starting 
a course, can give them an idea of the material they need to 
focus on, while post-course tests can, of course, help em-
ployees and managers assess how well they understand the 
information once they’ve completed the course. 

Although using third-party training tools help orga-
nizations avoid much of the expense and time required to 
develop custom solutions, most still need some ability to 
tailor the material. For instance, they may want to insert 
their code of ethics into the training materials, or include 
examples tailored to their industry. The more familiar the 
information feels to employees, they more likely they are 
to retain the lessons of the training.  

How Does It Handle?

When it comes to the technology behind online compli-
ance training courses, many compliance professionals 

will want to tap into the expertise of their IT colleagues. 

“Get IT involved early on,” Fredeen recommends.
They can check that the organization’s network is robust 

enough to handle the system, says Lisa Orndorff, HR man-
ager with the Society for Human Resource Management. 
The IT experts should also know if the system will need 
to work with a specific Internet browser, such as Google 
Chrome. Compliance, IT and the vendor should work to-
gether to determine the point of contact for any technical 
issues employees run into, she adds.

In addition, IT can check that the system has the re-
porting capabilities the organization needs, Fredeen says. 
Compliance professionals at organizations with learning 
management systems (LMSs) should check that their LMSs 
will support the courses they’re considering.

And although it’s easy to get drawn in by cutting-edge 
courses that boast exciting multi-media special effects, 
compliance professionals also need to ensure that they’ll 
be able to implement and update the training in a reason-
able amount of time. The flashier e-learning courses can 
consume more time and resources than their plainer coun-
terparts. ■

Continued from Page 6

“You need to manage the content, make 
updates and ensure it properly reflects the 
organization.”

Ingrid Fredeen, VP of Advisory Services, NAVEX 
Global

Online training is increasingly turning to gaming to provide a 
unique training experience, increase engagement among employ-
ees who take the courses, and appeal to a younger audience raised 
on video games. Below is an excerpt from “Playing the Game of 
Risk in Workplace Education,” published in Compliance Week in 
2013.

An effective training program starts with a risk-based analysis of 
who in the company needs to be taught what, and at how deep a 
level of understanding based on each person’s effect on or expo-
sure to a given threat, and the level of risk that threat presents to 
the organization. OCEG Chair Scott Mitchell says that a great way 
to figure this out and determine the types and frequency of train-
ing and assurance for each role is to use a “Job Exposure to Risk 
Factors Heat Map.”

But that really is just the start, isn’t it? Determining how to ensure 
the required understanding is as important as deciding who needs 
to know what.

With the advent of online e-learning and the ever younger workforce 
familiarity with video gaming and role playing, research is demon-
strating the value of adding a gaming aspect to your education plans.  

But really, is this anything new? For decades, researchers have 
demonstrated that children learn best through play, and more re-
cently the same findings have been developed for adult workplace 
education. Before the use of computers for training, and even still 
today to meet certain high-risk needs, simulation gaming in work-
place classrooms has been an effective tool.

—Carole Switzer

ALL A GAME
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